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l. Parter

Nacka kommun (organisationsnummer 212000-0167) ”Kommunen”, dgare till
fastigheterna Nacka Tollare 1:3 samt Linnersta 10:1 ”Fastigheterna”

Och

Tranviks Udde Orminge AB (organisationsnummer 559414-6937)
”Exploatéren”

Kommunen och Exploatéren benimns gemensamt for “Parterna”

2. Bakgrund och exploateringsomrade

Kommunstyrelsen har 2022-10-24 beslutat att till Exploatéren anvisa det pa
bilagda karta, bilaga 1, angivna markomradet genom att inga markanvisningsavtal.
Markomradet utgor del av Fastigheterna. Det markanvisade omradet kallas
hidanefter ’Markomradet”.

Detta avtal, ’Markgenomférandeavtalet”, fullféljer och ersitter
markanvisningsavtalet i sin helhet.

3. Detaljplan

Ett detaljplaneforslag, KFKS 2013/543-214, nedan kallat ”Detaljplanen” har
tagits fram for Markomradet. Det geografiska omrade som omfattas av
Detaljplanen benimns nedan "Planomradet”.

Syftet med Exploatorens forvirv av Markomradet ér att Exploatoren ska utveckla
Markomradet i enlighet med Detaljplanen. Den avsedda bebyggelsen inom
Markomradet forutsitter att Detaljplanen medger anvindning f6r bla.
drivmedelsstation, fordonservice och parkering och bebyggelse.

Mot bakgrund av vad som framgir ovan har Parterna ingatt detta
Markgenomfoérandeavtal.

4. Overlatelse av kvartersmark
4.1. Overlatelseavtal

Kommunen ska till Exploatoren 6verlata Markomradet pa de villkor som framgar
av bilaga 2, ”Overlatelseavtalet”. Overlitelseavtalet ingds mellan Parterna denna
dag och parallellt med detta avtal. Exploatéren ska tilltrida Markomradet 30
dagar fran lagakraftvunnet beslut om fastighetsbildning, ”Tilltridesdagen”.
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4.2. Exploatorens ritt att disponera Markomradet

Parterna ar 6verens om att Exploatoren ska ha ritt att, fran det att Detaljplanen
har vunnit laga kraft och fram till Tilltradesdagen, disponera Markomradet for att
vidta férberedande atgirder f6r byggnation, byggetablering, inleda arbete med
grovplaningsatgirder och grundlidggningsatgirder innefattande anldggande av
byggvig och avverkande av trid, nedan benimnt ”Foérberedande Arbeten”.

Exploatorens ritt att disponera Markomradet enligt ovan foérutsitter att
Exploatéren erhaller och innehar erforderliga tillstand f6r Forberedande Arbeten.

Om Markgenomférandeavtalet upphér och upphoérandet beror pa
omstindigheter for vilka Exploatéren ansvarar aligger det Exploatéren att, utan
dr6jsmal och pa egen bekostnad, bortforsla egendom som Exploatoren tillfort
Markomradet och dterstilla Markomradet till den standard och den funktion som

forelag innan Forberedande Arbeten paboérjades.

Kommunen har ingen skyldighet att mot ersittning éverta genomférda
utredningar eller pa annat sitt ersitta Exploatoren for eventuella nedlagda
kostnader med anledning av Forberedande Arbeten.

5. Fastighetsrattsliga fragor

5.1. Fastighetsbildning

Kommunen ska ansoka och bekosta erforderlig fastighetsbildning av
Markomradet.

Opvriga fastighetsrittsliga atgirder inom Markomradet, sisom exempelvis
bildande av gemensamhetsanliggning, 3D-fastighetsbildning och servitut ansoks

och bekostas av Exploatoren.

Om fastighetsbildningen medf6r mindre gransjusteringar av Markomradet, som
pékallas av Lantmateriet fOr att fastighetsbildningen ska komma till stind och
som inte forutsetts i Overlatelseavtalet, ska detta ske utan ersattning till den
avstidende Parten.

AnsoOkan ska limnas in till lantmateriet snarast, om inte Parterna gemensamt
bestimmer annat, efter det att Overldtelseavtalet har undertecknats av Parterna.
Parterna ska medverka till att fastighetsbildning sker snarast efter att Detaljplanen

vunnit laga kraft.

5.2. Gemensamhetsanlaggningar

Exploatoren ska soka och medverka till genomférandet av forrittningar enligt
anliggningslag (1973:1149). Vid tecknade av detta Markgenomférandeavtal har
Parterna identifierat att f6ljande anliggningar kan erfordras vid eventuella
framtida avstyckningar inom Markomraidet:
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e Vid framtida avstyckningar inom Markomradet ska
gemensamhetsanliagening bildas f6r dagvattenhanteringen for
Markomradet.

e Vid framtida avstyckningar inom Markomradet ska
gemensamhetsanlagegning bildas for vatten- och avloppsledningar inom
Markomradet.

5.3. Markfororeningar

Med beaktande av vad som anges i punkt 5.3.1 nedan, svarar Exploattren for alla
kostnader férknippade med hantering och avsittning av massor som har sadan
kvalitet att de kan anvindas utan att medfora skada f6r minniskors hilsa eller
miljon. Exploatéren svarar for all hantering av massor med halter upp till och
med Naturvardsverkets riktvirden f6r mindre kinslig markanviandning (MKM).
Kommunen svarar for merkostnader for transport och deponi f6r massor med
halter 6ver MKM som uppkommer p.g.a. efterbehandlingsatgirder och som det
inte finns nagon avsittning for.

Kommunens atagande avser enbart sidana fororeningar som uppkommit fore
Exploatérens tilltride till Markomradet.

Kommunens kostnadsansvar enligt denna punkt upphor ett ar efter att
Exploatoren beviljats startbesked for uppférande av byggnaderna inom
Markomradet.

5.3.1. Sulfidforande massor

Parallellt med detaljplanearbetet har Exploatéren ansvarat for att genomféra
nédvandiga undersékningar for att faststilla omfattningen av eventuella
sulfidhaltiga massor samt atgirder f6r hantering och kostnaderna f6r dessa.
Exploatoren har genom utredningen estimerat att det dr mojligt att ateranvinda
cirka 15 400 kubikmeter bergschakt vid fyllning till grovplanerad mark.

Parterna dr 6verens om att férekomst av sulfidberg dr att betrakta som en naturlig
férekomst och inte som en markférorening. Kommunen erinrar om att
sulfidberg inte utgér nagon risk 1 orort tillstand utan det dr vid springning och
krossning av sulfidhaltigt material som behovet av hantering av losshallet
bergschakt uppstar.

Parterna ska, 1 den man moijligt, dteranvinda eventuella sulfidférande massor vid
utbyggnad av Markomridet och omkringligeande allmén platsmark. Parterna ar
vidare Gverens om att eventuella sulfidf6rande massor ska dteranvindas i
nedanstiaende ordning.

i.  Grovplanering av Markomréadet (estimerat till ca 13 900 kubikmeter)

1. Anlidggningar som Exploatoren ansvarar for att utfora enligt punkt 6.3
(estimerat till ca 440 kubikmeter)
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ii.  Fyllnadsmassor fran grovplanerad markniva till under fardig grund inom
Markomradet och angrinsande allmin platsmark (estimerat till ca 3000
kubikmeter)

iv.  Anlidggningar som Kommunen ansvarar for att utfora enligt punkt 6.3
(estimerat till ca 1 000 kubikmeter)

Ateranvindningen av sulfidférande massor enligt punkt iv ovan ska hanteras av
Kommunen och pi Kommunens bekostnad samt ske l6pande och utan dréjsmal
efter begiran dirom fran Exploatoren fram till dess att grovplaneringen av
Markomradet skett till avsett utférande, vilket estimeras vara under en period om
4-6 manader fran det att startmote hallits.

I det fall att mangden sulfidférande massor 6verskrider den mingd massor som
ar mojliga att dteranvanda enligt punkterna i-iv ovan ir Parterna Gverens om att
Kommunen ska svara for och bekosta transport och deponi f6r sidana massor.
Kommunen ska tillse att sidan borttransport och deponi sker 16pande och utan
drojsmal efter begiran dirom fran Exploatéren intill till dess att grovplaneringen
av Markomridet skett till avsett utforande. I det fall att det blir aktuellt med
deponering av sulfidférande massor ska Parterna verka fOr att massorna i forsta
hand ateranvinds av Kommunen. Kommunen bekriftar och accepterar ansvar
over att sulfidférande massor anvinds pa allmidn platsmark enligt ovan.

6. Genomforande av exploatering

6.1. Samordning och tidplan

6.1.1. Samordning

Kommunen och Exploatéren ska genomféra exploateringen inom Markomradet
och intilliggande allmin plats i enlighet med Detaljplanen och detta
Markgenomforandeavtal.

Exploatoren ska samordna genomférandet av exploateringen inom Markomradet
med Kommunen, de ledningsdragande bolagen och 6vriga aktérer som berdrs av
genomforandet av Detaljplanen.

Parterna ska dven samordna projektering och upphandlingsunderlag sa att

anldggningar pa kvartersmark och allmin platsmark dr samordnade vad avser lige
och hojd.

Om nagon av Parterna anser att det behovs ska Kommunen, eller den
Kommunen utser, ansvara for att kalla Exploatdren till samordningsméten.
Exploatoren ska pa egen bekostnad delta pa dessa samordningsméten och
medverka till att arbetena i Markomradets omgivning detaljplaneras och ir, vad
giller tider och ytor, samordnade.

7(22)



Detaljplaneringen ska omfatta, men ir inte begrinsad till, att redogora for
etableringar, fastighetsgrinser, arbetsomradesgrinser, ledningsarbeten, trafik
under byggtid, inflyttningstider, arbetsmilj6, andra arbeten samt ansvar for ytor
och grinssnitt.

Parterna ska samarbeta i syfte att dstadkomma bésta méjliga utbyggnadstakt
avseende etableringsytor, bygglogistik, skedesplaner f6r allmin plats och
kvartersmark, kommunikation, befintliga verksamheters behov med mera.

6.1.2. Huvudtidplan

Exploatoren ska, i samrad med Kommunen, uppritta en huvudtidplan f6r
exploateringen senast tre manader fran det att Detaljplanen har vunnit laga kraft.

Av huvudtidplanen ska planerade arbeten, planerad tidpunkt for fardigstillande
av de allminna anliggningarna, inflyttning inom kvartersmarken och uppskattad
tidpunkt for ansokan om 6verenskommelse om fastighetsreglering framga.
Exploatoren och Kommunen ska informera varandra om forandringar som
paverkar tidplanen.

Huvudtidplanen ska dven omfatta kritiska hélltider i Parternas respektive
entreprenader for att moéjliggora en god framdrift f6r bada Parter.

6.1.3. Startmote

Efter det att Detaljplanen vunnit laga kraft ska Parterna hélla ett startmote. Syftet
med startmote dr att bestimma formerna for det fortsatta arbetet, uppfoljning av
Exploatorens ataganden enligt Markgenomférandeavtalet samt uppritta rutiner
tor ekonomisk uppféljning. Exploatoren ansvarar for att kalla till startmotet.

6.2. Bebyggelse och anlaggningar inom kvartersmark

Inom Markomradet avser Exploatoren uppféra cirka 14 461 kvadratmeter BTA
for verksamhetslokaler. Det exakta antalet kvadratmeter BTA kommer framga i
det bygglov som Exploatéren beviljas. BTA beridknas enligt svensk standard SS
021054:2009, dock med beaktande av att Parterna ar 6verens om att omraden

under skirmtak samt 6ppna kallgarage inte ska anses utgéra BTA.

Exploatoren ska genomfora exploateringen pa kvartersmarken i enlighet med
Detaljplanen och detta Markgenomférandeavtal. Exploatéren ska innan
hyresgists inflyttning till respektive byggnad ha firdigstallt den yttre miljon i
anslutning till den byggnad som tas i bruk genom beslut om slutbesked eller
interimistiskt slutbesked, med undantag f6r sidana eventuella atgirder som ar
sasongsberoende.

Exploatoren svarar for alla 6vriga utgifter som uppstar med anledning av den
exploatering som sker inom Markomradet. Detta innefattar, men ar inte
begrinsat till, kostnader f6r anslutning av vatten-, avlopp och el. Exploatéren ska
triffa erforderliga avtal med berérda ledningsigare.
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6.2.1.  System for avfallshantering

Samrad om val av system for avfallshantering har skett med Kommunens
renhéllningsbolag Nacka vatten och avfall AB.

6.3. Utbyggnad av allmanna anlaggningar

Som en foljd av Exploatérens utbyggnad inom Markomradet behover allmanna
anlidggningar, bade inom och utanfér Markomradet, nybyggas, byggas om eller

justeras.

Kommunen ansvarar for projektering och utbyggnad av anslutningslosning,
Cirkulationsplatsen, frain Ormingeleden till Markomradet, den gangvig som ska
anliggas och kopplas till Sparvstigen, anslutningslosningen till Markomradet samt
anlidggande av dagvattenyta. Kommunen ska efter bista f6rmaga verka for att
atgirderna fardigstills senast inom ett (1) ar fran det att Detaljplanen vunnit laga
kraft. Kommunen dr medveten om att det dr av synnerlig vikt f6r Exploatéren att
Kommunen firdigstiller anldggningarna enligt detta stycke inom féreskriven tid.

Exploatoren ansvarar och bekostar projektering och utbyggnad av lokalgata och
till lokalgatan hérande bullerplank, “Lokalgatan”.

Fran det att Exploatoren har ritt att disponera Markomradet enligt punkt 4.2
ovan ska Exploatoren vid var tidpunkt ha ritt och maojlighet att ansluta till
Markomradet fran Ormingeleden, vilket innefattar att Exploatéren ska ha ritt att,
anligga en provisorisk byggvig 6ver Kommunens mark till dess att
anslutningslosningen mellan Ormingeleden och Markomradet fardigstillts.
Eventuellt anlagd byggvig ska dterstillas av Exploatéren efter det att
anslutningslosningen fardigstillts. Exploatérens ritt att anligea provisorisk
byggvig forutsitter att Exploatéren inhdmtat nédvindiga tillstind for detta.

6.3.1. Projektering

Projektering ska utforas 1 samrad med Kommunen och i enlighet med
Kommunens standard, bilaga 3, ”Exploatirens skyldigheter vid projektering och
produktion av allmanna anliggningar m.nz"’, som Exploatéren forbinder sig att folja.
Exploatoren ska inhimta Kommunens godkinnande, som inte oskiligen ska
fordrojas eller forvigras, av samtliga handlingar som ligger till grund foér
byggandet av Lokalgatan. Kommunens godkinnande inskrinker inte
Exploatorens ansvar for riktigheten av innehallet, exempelvis uppgifter,
undersokningsmaterial och tekniska l6sningar, 1 handlingarna.

6.3.2. Omfattnings- och utforandebeskrivning av allmanna
anlaggningar

De anlidggningar som ingar i Exploatérens ataganden och vad som giller f6r

Exploatorens ataganden redogors f0r 1 bilaga 4 "Omsfattnings- och utforandebeskrivning

av allmanna anliggningar”, och de dokument som bilagan hinvisar till.
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6.3.3.  Overtagande av allminna anliggningar
Kommunen 6vertar Lokalgatan efter godkind slutbesiktning. Senast en (1) vecka
innan slutbesiktning av Lokalgatan utfors ska kommunen bjudas in till att

genomfora en syn av Lokalgatan.

6.3.4. Exploatdrens drifts- och underhallsansvar for allmdnna
anldggningar

Exploatoren ska svara for sikerhet, funktion, drift och underhall av Lokalgatan

fram till dess att Kommunen Gvertagit ansvaret for den enligt punkt 6.3.3.

Exploatoren ansvarar dock pa sin bekostnad f6r drift och skotsel av trid och

planteringar fram till och med godkind etableringsbesiktning.

6.3.5. Etableringsbesiktning

Etableringsbesiktning ska genomféras efter tva vixtsdsonger.
Etableringsbesiktningen ska utforas av en certifierad besiktningsman f6r utemiljo
(BEUM, SP). Firdigstillandeskotsel av vixtmaterial som besiktigas/avsynas ska
inga vid etableringsbesiktningen.

6.3.6. Exploatorens ansvar for fel och skada

Exploatoren ska tillse att ABT 06 (Allménna Bestimmelser for totalentreprenader
avseende byggnads-, anliggnings- och installationsarbeten utfirdade av BKK)
giller f6r Exploatérens entreprenad(-er) avseende Lokalgatan, varvid garantitiden
ska vara minst fem (5) ar och i 6vrigt ska sedvanligt ansvar enligt ABT 06
tillimpas. Gillande trid och planteringar med mera, det vill siga vixtmaterial, ska
dock garantitiden vara minst tva (2) vaxtsisonger efter godkind
etableringsbesiktning. Exploatéren ska samrada med och skaligen beakta
Kommunens synpunkter i samband med valet av entreprenor(er) for utférandet
av Lokalgatan.

Efter att Kommunen 6vertagit entreprenaden/entreprenaderna ska
utgangspunkten vara att Exploatoren till Kommunen ska 6verlata sina rittigheter
att gentemot anlitad entreprendr/entreprendrer gora gillande fel och
skadestandsansvar enligt det entreprenadavtal som traffats mellan Exploatéren
och dess entreprendr/entreprenérer. Fran och med
entreprenadens/entreprenadernas godkinnande ska av Exploatoren anlitad
entreprendr/entreprenorer siledes gentemot Kommunen forpliktas att i samma
utstrickning som i férhéllande till Exploatoren pa egen bekostnad avhjilpa
samtliga fel som framtrider i anldggningarna under garantitiden, och visentliga fel
(enligt kapitel 5 ABT 06) som under en ansvarstid om tio ar framtrider efter
utgingen av femarsperioden, samt svara for skador till f6ljd av fel 1
anlidggningarna. Exploatorens ritt att Overlata ritten att gora gallande fel och
skadestandsansvar enligt ovan forutsitter att:

(i) Entreprenadavtalet foreskriver ett fel- och skadestindsansvar f6r

entreprenéren som minst motsvarar vad som foéreskrivs i ABT 06;
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(if) Exploatoren har tillhandahallit Kommunen underlag utvisande urval av
upphandlad entreprendrs referensprojekt;

(i) upphandlad entreprendr har stillt ut sikerhet for sitt dtagande motsvarande
minst ett belopp om 10 % av kontraktssumman under entreprenadtiden och 5 %
for tid darefter intill tva ar efter entreprenadens godkidnnande eller, om fel
konstateras vid besiktning inom denna tid, till dess att felet har avhjilpts, eller
entreprendrens aliggande har fullgjorts pa annat sitt. Sakerheten ska gilla aven i
torhallande till Kommunen nir Kommunen 6vertar rétten att gora gallande
fel/skadestindsansvar gentemot entreprenoren;

(iv) upphandlad entreprenor innehar minst sadan forsikring som foreskrivs 1
ABT 06;

(v) upphandlad entreprendr vid ingaendet av entreprenadavtalet kan uppvisa en
kreditvardighet om minst niva ”A”; samt

(vi) Exploatoren har skriftligen informerat entreprendren om 6verlatelsen av
ritten att gora gillande fel/skadestindsansvar och tillstallt Kommunen bevis pa
att entreprenoren blivit informerad.

Genom 6verlatelse av ritten att gora gillande fel- och skadestandsansvar enligt
ovan ska Exploatorens dtaganden avseende Lokalgatan och vixtmaterial anses
vara fullgjorda och slutligt reglerade.

Om Exploatoren ingar avtal med entreprenor som inte uppfyller rekvisiten i (i)-
(iv) i denna punkt ska Exploatoren inte ha ritt att Gverlata rittigheterna enligt
entreprenadavtalet/en. Exploatoren och ska i sidant fall i forhallande till
Kommunen, under garantitiden enligt ABT 006, ansvara for att pa egen bekostnad
avhjalpa samtliga fel som foreligger i anlaggningarna samt aven for visentligt fel
som visar sig efter utgangen av femarsperioden under en ansvarstid om tio ar,
fran och med dagen for Gvertagandet av varje anlaggning. Exploatéren foérbinder
sig ocksa att ansvara for och pa egen bekostnad atgirda skada pa grund av fel 1
anldgeningarna.

Vid tolkningen av omfattningen av Exploatorens ansvar enligt stycket ovan ska
bestimmelserna om ansvar under garantitid och om ansvar for visentligt fel 1
kapitel 51 ABT 06 tillimpas. Dock ska dven sidant fel som en bestillare ansvarar
for enligt ABT 006, aligga Exploatéren att i férhallande till Kommunen

avhjilpa savida felet inte beror pa av Kommunen anvisad teknisk 16sning eller
konstruktion eller av Kommunen limnad felaktig uppgift. Om Exploatdren inte
avhjilper fel eller atgirdar skada pa grund av fel, som Exploatéren enligt
foregaende stycket ansvarar for, ager Kommunen ritt att avhjalpa fel och atgirda
skador pa Exploatorens bekostnad.
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6.3.7.  Ersittning for allmanna anlaggningar

Exploatéren dger inte ritt till ersittning fran Kommunen f6r att fullgéra sina
ataganden avseende de allméinna anlidggningarna eller f6r annan kostnad som kan
uppsta i samband med fullgérandet. Inte heller dger Exploatoren ritt till
ersittning av Kommunen for 6vertagandesyn eller 6verlatelse av de allminna

anldgeningarna.

6.3.8.  Fullgoérande av allmdnna anlidggningar

Exploatoren forbinder sig att senast tre ar efter det att Exploatoren tilltratt
Markomradet och erforderliga bygglov vunnit laga kraft ha uppfyllt samtliga
Exploatorens ataganden enligt punkt 6.3 Uthyggnad av allménna anliggningar. Ovan
angiven tidsfrist f6r Exploatoren forutsitter att Kommunen genomfort
anslutningslosning fran Ormingeleden till Markomradet samt anlagt dagvattenyta
enligt punkt 6.3. Ovan angiven tidsfrist ska inte heller gilla om Exploatoren inte
uppfyller Exploatorens dtaganden enligt punkt 6.3 pa grund av omstandighet som
beror pa Kommunen eller nagot férhéllande pa Kommunens sida eller
omstindighet utanfér Exploatérens kontroll och som inte vid
Markgenomforandeavtalets ingaende kunde forutses och inte med rimliga
atgirder kan 6vervinnas av Exploatoren.

6.3.9. Kostnadsberidkning av allmdnna anlaggningar

Exploatoren ska tillhandahalla Kommunen kostnadsberikningar av Lokalgatan.
Kostnadsberidkningarna ska tas fram och 6verlimnas till Kommunen vid tvé
tillfallen, dels sa snart systemhandling har tagits fram, dels sa snart bygghandling
har tagits fram. I bilaga 3, "Exploatirens skyldigheter vid projektering och utforande”
framgar hur kostnadsberikningen ska utformas. Kommunen har ritt att sjilv pa
Exploatorens bekostnad ta fram dessa kostnadsberidkningar om Exploatoren inte
tillhandahaller dem om ytterligare kostnadsberidkning krivs.

Nir anliggningsarbetena f6r Lokalgatan har pabérjats, ska Exploatoren
tillhandahalla Kommunen en slutkostnadsprognos enligt vad som anges i bilaga 3
“Exploatirens skyldigheter vid projektering och utforande”.

6.3.10. Gatukostnadsersattning
Har Exploatoren fullgjort sina forpliktelser enligt kapitel 6 och 7 i detta avtal,
avstar Kommunen fran ytterligare ersittning for gatukostnad och bidrag till

gemensamma anliggningar f6r Detaljplanen.

6.3.11. Mervardesskatt

For arbete relaterat till Lokalgatan som Exploatéren ska utfora enligt 6.3
Utbyggnad av allminna anliggningar, vilka ska 6verlatas till Kommunen utan
kostnad, ska Exploatéren, under forutsittning att detta ar mojligt enligt géllande
lagstiftning, ha ritt att av Kommunen erhalla dtervunnen mervirdesskatt
hinforlig till utfért arbete. Detta ska ske pa nagot av féljande sitt:
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a) Lopande genom att Kommunen far arlig justering av mervardesskatt
under en 10-drsperiod. Sadan justering ska baseras pa justeringshandling
som Exploatéren 6verlimnat 1 samband med att anldggning overlatits till
Kommunen. Parterna dr dock 6éverens om att Kommunen utan dréjsmal
efter Gvertagande av Lokalgatan ska ans6ka om ersittning for ingdende
mervirdesskatt som framgar av den justeringshandling som Exploatéren
overlimnar i samband med att Lokalgatan 6verlimnas.

b) Genom att Exploatoren, i det fall Exploatoren bedriver utatriktad
byggnadsrorelse och enligt reglerna i 5 kap. 32 § mervirdesskattelagen
(2023:200) ska uttagsbeskattas for utforda tjanster, utfardar en sirskild
handling som ska jamstillas med en faktura. Aterbetalning ska da baseras
pé sadan handling.

Aterbetalning enligt punkterna a) eller b) ovan ska ske endast under férutsittning
att och forst da Kommunen aterfatt aktuell mervirdesskatt. Exploatoren dger inte
1 nagot fall ratt till aterbetalning av mervirdesskatt enligt punkterna a) eller b)
ovan, i den man som sidan aterbetalning skulle utgora en kostnad for
Kommunen. Om Kommunen redan dterbetalat dtervunnen mervirdeskatt till
Exploatoren och det sedermera fattas beslut av Skatteverket som innebar att
Kommunens aterbetalning utgdr en kostnad f6r Kommunen, ska Exploatéren
aterbetala av Kommunen erhallet belopp motsvarande Kommunens kostnad,
under forutsittning att sidant beslut ér slutligt.

Exploatoren dger vidare inte i nagot fall ritt till dterbetalning av mervirdesskatt
enligt punkterna a) eller b) ovan om Exploatérens redovisning av kostnader, vilka
ifragavarande mervirdesskatt baseras pd, inte enbart hinfor sig till den anliggning
som 6vertas av Kommunen och i 6vrigt ar tydligt urskiljbara fran Exploatérens
ovriga anlaggningskostnader.

Kommunen ska i rimlig omfattning tillvarata Exploat6rens intressen sa att denne
kan erhalla dterbetalning av mervirdesskatt enligt punkterna a) eller b) ovan.
Exploatoren ska i beh6vlig omfattning bista Kommunen med radgivning kring
hur Exploatérens intressen vad galler aterbetalning av mervirdesskatt kan
tilloodoses. Parterna dr 6verens om att Kommunen utan dréjsmal efter
overtagande av Lokalgatan ska ans6ka om ersittning for ingaende mervirdesskatt
som framgar av den justeringshandling som Exploatoren 6verlimnar i samband
med att Lokalgatan 6verlimnas.

For undvikande av oklarhet ska ersittning f6r mervirdesskatt dven tillfalla
Exploatoren i det fall mervardesskatt aterbetalas till Kommunen genom
ersattning for ingdende mervirdesskatt 1 enlighet med lagen (2005:807) om
ersittning for viss mervirdesskatt f6r kommuner, landsting, kommunalférbund
och samordningsférbund. Sadan ersittning ska i enlighet med ovan ansdkas av
Kommunen sa snart det dr moijligt.
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6.4. Parkering

Erforderlig parkering ska av Exploatéren anordnas inom Markomradet.

Kommunens vid var tid gillande modell f6r berikning av parkeringsbehov ska
toljas.

Parkering kommer att tillskapas i underjordiska garage, 1 markniva, och i ett 6ppet
P-dick, inom Markomradet.

Inom Markomradet ska 50 cykelparkeringsplatser ordnas.

6.4.1. Laddplatser
Exploatoren ska tillse att sex publika laddplatser anliggs inom Markomradet.

6.5. Aterstillande och anslutningsarbeten

Exploatoren ska ansvara for och bekosta projektering och utférande av de
aterstillande- och anslutningsarbeten pa allmin platsmark som ir en f6ljd av
Exploatorens bygg- och anliggningsarbeten inom Markomradet. Projektering och
utférande av aterstillande- och anslutningsarbeten ska utféras enligt Kommunens
standard. Exploatéren ska inhimta Kommunens godkidnnande av samtliga
handlingar som ligger till grund f6r dterstillande- och anslutningsarbetena.
Exploatoren ska kalla Kommunen till besiktning f6r godkidnnande nér

aterstillande- och anslutningsarbetena dr fardigstallda.

6.6. Lov-, tillstand och markatkomst

Det aligger Exploatoren att ansdka om och bekosta de lov och tillstind, inklusive
nybyggnadskarta, som krivs for de delar av exploateringen som Exploatdren har
ansvar for. Det aligger aven Exploatoren att inga avtal avseende markatkomst for
det fall sadant avtal krivs for de delar av exploateringen som Exploatéren

ansvarar for.

6.7. Ledningsarbeten

Exploatoren ska triffa erforderliga avtal med berérda ledningsigare avseende
ledningsomliggningar, foljdatgirder samt andra ledningsarbeten berérande
befintliga och tillkommande ledningar i kvartersmark och allmin plats inom
Markomradet som erfordras for att genomféra Detaljplanen. Exploatoren dr
medveten om att Kommunen inte bir nagot kostnadsansvar f6r dessa
ledningsarbeten.

Under planerings-, projekterings-, upphandlings- och produktionsskedena ska
Exploatoren dven svara f6r samordning av ledningsdragningen inom
Markomradet, samt dess foljder utanfér Markomradet. Detta ska ske i samrad
med de ledningsdragande bolagen.
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Exploatoren och Nacka vatten och avfall AB har tecknat ett intentionsavtal

avseende allminna VA-anliggningar, se bilaga 5.

6.8. Dagvatten

Exploatéren forbinder sig att, inom Markomradet, utféra de forslag pa
dagvattenatgirder som redovisas i genomford dagvattenutredning, vilken varit
underlag till Detaljplanen, eller annan av Kommunen godkand likvardig
dagvattenatgird.

Inf6r ansékan om bygglov ska Exploatéren samrida med exploateringsenheten 1
Nacka kommun och Nacka vatten och avfall AB avseende valda atgirder,
avledning av dagvatten och anslutningspunkter med mera.

Parterna ir medvetna om att exploateringen inom Markomradet dr beroende av
att dagvattenyta enligt punkt 6.3 anliggs utanfor Planomradet.

6.9. Miljoatgarder
Kommunen och Exploatéren har gemensamt tagit fram en 6verenskommelse om
miljoatgirder f6r Markomradet, bilaga 6, Miljokontrakt.

Exploatoren forbinder sig att f6lja bilaga 6 vid exploateringen av Markomradet.
Exploatoren ir skyldig att pa Kommunens begiran redovisa hur krav enligt
bilagan kommer att uppfyllas eller har uppfyllts.

Exploatoren dr medveten om att vad som anges i denna bestimmelse eller i
overenskommelsen om miljoatgarder inte paverkar Exploatorens skyldighet enligt
gillande lagstiftning vad galler milj6- och omgivningspaverkan eller dylikt i
samband med genomférandet av exploateringen.

6.9.1. Trad, vegetation och naturmark

Exploatoren ska genom att vidta skyddsatgirder tillse att anlitade entreprencrer,
underentreprendrer eller annan som agerar pa Exploatérens uppdrag, att i den
man det dr moijligt inte skadar trid och vegetation inom allmin platsmark. Trid
och vegetation som inte behover fillas/rensas ska skyddas pi ett betryggande sitt
genom att avgrinsa dem med ett tvd meter hogt stingsel. I Gvrigt ska de
skyddsatgirder som framgir av del 1 Gatubyggnad i Nacka kommuns tekniska
handbok fdljas.

Vid skada av trdd och vegetation utanfor 6verenskommen buffertzon inom
allmin platsmark ansvarar Exploatoren for att reparera skada, eller bekosta
Kommunens reparation av skadan. Vid inventering skall trid pa grins mellan
buffertzon och allmén platsmark faststillas kring férhallningsatt.

I god tid fore etablering ska Parterna gemensamt gbra en inventering av befintlig
vegetation inom det omrade som paverkas av exploateringen for att faststilla
markens och vegetationens status. Exploatoren ansvarar for att kalla till samt
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dokumentera inventeringen i en skriftlig rapport med tillhérande
fotodokumentation.

Nir byggnationen inom Markomradet ér fardigstilld och avetablering har skett
ska Exploatoren kalla Kommunen till en besiktning. Vid denna besiktning ska
eventuella skador pé trid och vegetation bedémas.

6.10. Gestaltningsprogram

For att samordna och skapa gemensamma kvaliteter 1 utformningen av byggnader
och anliggningar inom Markomradet har ett gestaltningsprogram, bilaga 7,
gestaltmingsprogram, tagits fram. Detta gestaltningsprogram ska utgéra ett f6r
Exploatoren och Kommunen gemensamt underlag for projektering,
bygglovsansokan och utbyggnad pa bade kvartersmark och allmin plats inom
Detaljplanen.

Exploatoren ska vid genomforandet av sina projekterings- och
utbyggnadsatgirder inom Markomradet f6lja gestaltningsprogrammet.

6.11. Proaktiv bygglovsprocess

Exploatoren ska samrada med Kommunen genom exploateringsenheten
avseende gestaltning av planerad byggnation innan ansékan om bygglov inlimnas
till ansvarig myndighet. Syftet dr att samrada om bebyggelseforslagets forenlighet
med Detaljplanen, gestaltningsprogram och andra krav pa utformning enligt
Markgenomférandeavtalet samt ge stod at Exploatoren infoér bygglovsansékan.
Samrad ska initieras av Exploatoren nir Exploatoren paborjar arbetet med
bygglovshandlingarna. Kommunen ska beredas méjlighet att limna synpunkter
pa Exploatorens bygglovshandlingar i god tid innan handlingarna limnas in till
ansvarig myndighet.

Om Exploatoren inte innan bygglovsansokan har limnats in har tillhandahallit
utkast pa ansokan till Kommunen samt limnat Kommunen skalig tid att limna
synpunkter, ska Exploatoren till Kommunen erlidgga vite om 1 000 000
(enmiljon) kronor. Skilig tid enligt denna punkt ska vara tio (10) arbetsdagar.

6.12. Kommunikation

Parterna ska samverka kring den information till allmanheten, naringsidkare med
flera som kan komma att behévas 1 samband med genomforandet av
Detaljplanen. Om part begir det ska en gemensam kommunikationsplan f6r
Parterna tas fram.

Exploatoren ska delge Kommunen erforderlig information som Kommunen
behover f6r sin kommunikation avseende Markomradet samt nirliggande
utbyggnadsomriden. Kommunikationen kan bland annat innebdra foljande
aktiviteter:
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e Nyhetsbrev

e Webbartikel

o Kort informationsfilm

e Information i sociala medier

e Deltagande vid informationstraffar

6.13. Byggnadsskyldighet och vite i forhallande till
tidplan och utforande

Exploatoren ska inom tva ar, fran Tilltridesdagen till Markomradet ha erhallit

startbesked for bygglov, med undantag for drivmedelsstation och hus 2

startbesked ska ha erhallits inom tre ar, och inom fem ar fran startbeskedet ha

erhallit slutbesked eller interimistiskt slutbesked for respektive byggnad inom

Markomradet i enlighet med av Exploatéren upprattat forslag till bebyggelse.

Vid bristande fullgorelse ska Exploatoren erligga vite enligt nedan.

1. Har startbesked inte meddelats inom tva ar fran Tilltridesdagen ska
Exploatoren utge vite till Kommunen med 0,3 procent av képeskillingen
enligt Overlitelseavtalet per pibétjad manad som startbeskedet férsenas.

2. Om bebyggelsen inte har firdigstillts sa att slutbesked eller interimistiskt
slutbesked meddelas inom fem ar frin erhallet startbesked ska
Exploatoren utge vite till Kommunen med 0,3 % av képeskillingen enligt
Opverlatelseavtalet per pabérjad manad som slutbesked eller interimistiskt
slutbesked forsenas.

3. Om byggnader eller anliaggningar inte har utforts i enlighet med beviljat
bygglov, med undantag f6r mindre justeringar/avvikelser eller
6verenskomna dndringar, ska Exploat6ren utge vite till Kommunen med
1 % av kopeskillingen per manad fran dess att Kommunen pakallar det
till dess att rattelse vidtagits och godkints av Kommunen, dock lingst
under 12 minadet.

Tidpunkten fOr nir vitet ska borja att 16pa ska flyttas fram om Exploatéren
hindras att erhalla startbesked eller slutbesked pa grund av omstindighet som
beror pa Kommunen eller ndgot férhallande pa Kommunens sida eller
omstindighet utanfér Exploatoérens kontroll, till exempel 6verklagande av
bygglov, och som inte vid Markgenomférandeavtalets ingaende kunde forutses
och inte med rimliga atgirder kan 6vervinnas av Exploatoren.

6.14. Byggetablering

Byggetablering ska i forsta hand ske pa kvartersmark inom Markomradet.
Exploatoren ska i god tid fore byggstart samrada med Kommunen genom
exploateringsenheten om vilka ytor utanfér Markomradet som behéver tas i
ansprak och under hur ling tid. Om allmin plats behover tas i ansprik, ska

Exploatoren ans6ka om och bekosta tillstind och lov f6r den med Kommunen
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overenskomna ytan. Ansékan om upplatelse for allmin plats ska inges till
Trafikenheten i Nacka kommun.

Exploatéren dr inforstadd med att Kommunen efter att Kommunen tagit 6ver
Lokalgatan dven kommer att ta ut en kostnad enligt taxa faststalld av
kommunfullmiktige f6r upplatelse av allmin plats, schakttillstind och
trafikanordningsplaner samt att vite eller skadestand kan avkrivas Exploatéren
om Exploatoren eller dess entreprendr nyttjar befintlig allmén plats, schaktar,
omligger trafik eller dylikt utan tillstind eller inte efterfoljer myndighetsbeslut,
Nacka kommuns tekniska handbok eller Kommunens skriftligen limnade
instruktioner.

Exploatoren ansvarar for att Markomradet och ianspraktagen allmin plats halls 1
ett sikert och vardat skick under exploateringen.

6.15. Byggtrafik och framkomlighet

Exploatoren dr medveten om att ett antal storre byggnads- och
infrastrukturprojekt kommer att genomfoéras i och omkring Nacka de kommande
aren, vilket kan paverka framkomligheten pa Kommunens gatunit.

Exploatoren atar sig att tillse att storningar fran byggtrafik till och frin
Markomradet begrinsas i den man moijligt.

Parterna ska genomféra en gemensam besiktning av Lokalgatan nir
exploateringen dr genomford och byggetableringen avvecklats. Exploatoren ska
bekosta dterstillande av eventuella skador pa Lokalgatan och den extra
gaturenhallning inom Planomradet som orsakats av Exploatoérens byggtrafik och
arbeten i samband med Exploatérens exploatering inom Markomrédet.

6.16. Informationsskyltar

Exploatoren forbinder sig att, utan kostnad f6r Kommunen, med skyltar pé plats
kontinuerligt informera allminheten om projektet och byggnadsarbetena. Av
informationen ska Kommunens medverkan i projektet framga. Information om
Kommunens medverkan ska utformas efter anvisningar frain Kommunen.

6.17. Krav pa tillgangliga anlaggningar under byggtiden

Exploatoren ska sakerstilla tillganglighet och tekniska anslutningar under hela
utbyggnadstiden f6r fastigheter utanfér Markomradet som behéver nyttja
anlidggningar som ligger inom Markomradet. Samrad med Kommunen ska ske.

18 (22)



1. Ersattning
71.1. Exploateringsersittning

Exploatoren ska erligga exploateringsersattning till Kommunen avseende den
utbyggnad av allmianna anliggningar som Kommunen ska ansvara for att utféra
och bekosta enligt 6.3 Utbygenad av allminna anliggningar.

Exploatoren ska till Kommunen erligga 13 365 364
(trettonmiljonertrehundrasextiofemtusentrehundrasextiofyra) kronor 1

exploateringsersittning.

Exploateringsersattningen ska vara Kommunen tillhanda senast 30 dagar fran
utstalld faktura. Kommunen stiller ut fakturan snarast efter att Detaljplanen har
vunnit laga kraft och Tilltridesdagen har infallit.

8. Sakerhet

For det ritta fullgbrandet av Exploatorens skyldigheter enligt detta
Markgenomférandeavtal ska Exploatoren stilla sikerhet till ett virde av
kopeskillingen enligt Overlatelseavtalet i form av en borgensforbindelse sdsom
for egen skuld (proprieborgen) fran Tranviks Udde AB, org.nr. 556946-2673,
bilaga 8. Denna sikerhet far nedsittas i motsvarande man som Exploatoren
uppfyllt villkoren som ér belagda med viten i detta Markgenomférandeavtal.
Dock ska sikerhet om 5 000 000 kronor kvarsta till dess att Parterna 4r 6verens

om att Exploatéren slutfort sina dtaganden enligt detta Markgenomférandeavtal.

9. Overlatelse av fastighet inom Markomradet

Vid 6verlitelse som innebar att Markomradet eller del av Markomradet 6vergar i
annan juridisk eller fysisk persons dgo, innan dess att Exploatorens samtliga
forpliktelser enligt detta Markgenomforandeavtal dr fullgjorda, férbinder sig
Exploatoren, vid dventyr av vite om 20 000 000 (tjugomiljoner) kronor, att tillse
att varje ny agare forbinder sig att efterkomma samtliga forpliktelser enligt
Markgenomférandeavtalet genom att 1 varje avtal angdende 6verlatelse med

denne inféra féljande bestimmelse:

”Koparen forbinder sig, vid vite om 20 000 000 (tjugomiljoner) kronor, 1 av
Nacka kommun pafordrade delar efterkomma mellan Nacka kommun och
Exploatoren triffat Markgenomférandeavtal avseende delar av fastigheterna
Nacka Linnersta 10:1 samt Nacka Tollare 1:3 som efter lagakraftvunnen
detaljplan regleras och avstyckas till en ny fastighet. Markgenomférandeavtalet
bifogas 1 avskrift. K6paren ska vid overlatelse av dganderitten till fastigheten eller
del av fastigheten tillse att varje efterféljande dgare binds vid 6verenskommelsen,
vilket ska fullgbras genom att denna bestimmelse, med 1 sak of6érandrad text
intages i 6verlatelsehandlingen. Sker ej detta ska koparen utge vite till Nacka
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kommun med 20 000 000 (tjugomiljoner) kronor. Motsvarande ansvar ska avila
varje ny kopare.”

Om Markomradet delats upp i flera fastigheter far vitesbeloppet fordelas i
proportion till den totala byggritten inom Markomréadet. Vid 6verlatelse av sadan
fastighet dger Exploatoren ritt att i ovanstdende bestimmelse 1 avtalet angiende
Overlatelsen ange detta ligre vitesbelopp. Exploatoren ska samrida med
Kommunen om férdelning av vitesbeloppet.

Exploatoren dr inte skyldig och saledes befriad fran atagandet att 6verfora
torpliktelser enligt ovan for det fall Gverlatelse sker till annan juridisk person
inom den koncern som Exploatoren ingar i vilken utgor en koncern som ytterst
dgs av Tranviks Udde AB, slutkonsument eller bostadsrittsforening, forutsatt att
stilld sdkerhet enligt punkt 8 Sakerbet alljimt fortsitter att gilla. Exploatéren ska
1 sadant fall skriftligen informera Kommunen om att 6verlatelse har skett och
aven tillse att borgensmannen skriftligen bekriftar till Kommunen att sikerheten
alljimt galler.

Exploatorens forpliktelser enligt Markgenomférandeavtalet kvarstar dven om
Exploatoren 6verlater fastighet eller del av fastighet inom Markomradet intill dess
att iven Markgenomférandeavtalet 6verlats i sin helhet enligt punkt 10 Ouverlitelse
av Markgenomforandeavtalet.

Exploatoren ir skyldig att senast inom fyra veckor efter det att fastighet eller del
av fastighet inom Markomradet Overgatt i annan dgo, informera Kommunen om

Overlatelsen.

10. Overlatelse av Markgenomforandeavtalet

Exploatoren far inte 6verlata Markgenomférandeavtalet eller del av
Markgenomférandeavtalet, utan Kommunens skriftliga medgivande, vilket inte
oskiligen far vigras eller fordr6jas. Vid forfragan om 6verlitelse ska Exploatéren
tillse att den som 6verlatelsen avses ske till, stiller f6r Kommunen godtagbar
sikerhet, motsvarande i vart fall den sidkerhet som har utstillts enligt punkt 8.

Kommunens medgivande erfordras inte vid fusion med koncernbolag varigenom
samtliga Exploatorens skyldigheter enligt detta Markgenomforandeavtal Gvertas
eller om 6verlatelse av detta Markgenomforandeavtal sker till bolag inom
Tranviks Udde AB:s koncern, under férutsittning att Exploatdren till
Kommunen 6verlimnar av Exploatoren utstillt borgensatagande for sadant
overtagande bolags samtliga forpliktelser enligt Markgenomférandeavtalet.

En 6verlitelse av Markgenomforandeavtalet ska formaliseras genom ett
tilliggsavtal till Markgenomforandeavtalet.
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11. Utkravande av vite

Vite enligt Markgenomforandeavtalet forfaller till betalning omedelbart da
vitesgrundande omstindighet intriffar och, i det fall det medges, rittelse inte
vidtagits av Exploatéren inom skilig tid fran det att Kommunen skriftligen
patalat den vitesgrundande omstindigheten. Rittelse ska innebira att den
vitesgrundande omstandigheten och effekten av den inte lingre foreligger.

Ritten till vite enligt Markgenomférandeavtalet begrinsar inte Kommunens
mojlighet att erhalla ersittning for skada om Exploatorens avtalsbrott foranleder
en skadeersittning som Overstiger i varje fall angivet vitesbelopp.

12, Drojsmalsrianta

Om part inte fullg6r sin betalningsskyldighet enligt Markgenomférandeavtalet
med tillhérande bilagor i ritt tid, ska drojsmalsrinta utga enligt lag.

13. Ansvar for skada

Part ansvarar f6r skador som asamkas motpartens egendom.

14. Giltighet och avtalets eventuella
upphorande

Markgenomfoérandeavtalet ar till alla delar forfallet utan ritt till ersittning f6r
nigondera parten om Kommunens beslut att anta Detaljplanen eller
Markgenomfoérandeavtalet eller fastighetsbildningen inte vinner laga kraft.

Exploatoren dr medveten om att sakdgare har ritt att anféra besvir mot bade
beslut om detaljplan och beslut om markgenomférandeavtal och att besluten kan
bli fo6remal for Gverprovning,.

15. Genomford exploatering

Vid genomférd exploatering och nir Exploatérens samtliga dtaganden och
torpliktelser enligt detta Markgenomforandeavtal har fullgjorts ska Kommunen
skriftligen bekrifta detta till Exploatéren.

16. Andringar och tillagg

Andringari och tilligg till Markgenomforandeavtalet ska upprittas skriftligen och
undertecknas av Kommunen och Exploatéren.

17. Tvist

Tvist angaende tolkning eller tillimpning av Markgenomférandeavtalet och
dirmed sammanhingande rittsfragor ska avgoras av svensk allmidn domstol pa
Kommunens hemort och med tillimpning av svensk ratt.
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Markgenomfoérandeavtalet har upprittats i tva likalydande exemplar, av vilka
Parterna tagit var sitt.

Nacka den 20240129

Fo6r Nacka kommun For Tranviks Udde Orminge AB

genom kommunstyrelsen

Mats Gerdau Henrik Seidler
Kommunstyrelsens ordférande VD
Nina Morling

Enhetschef exploateringsenheten
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Bilaga 1 - Markomradet

Markomrade




Mellan Nacka kommun, org.nr. 212000-0167, ("Kommunen”), och Tranviks Udde Orminge AB
org.nr.559414-6937, ("Exploatoéren”), har under de forutsattningar som anges nedan traffats
foljande

AVTAL OM OVERLATELSE AV FASTIGHET

nedan benamnt ”“detta avtal”

§1 BAKGRUND

Kommunen ar lagfaren agare till fastigheterna Nacka Tollare 1:3 samt Nacka Lannersta 10:1
("Fastigheterna”).

Kommunstyrelsen har 2022-10-24 beslutat att till Exploatoren anvisa det pa bilagd karta,
bilaga 1, angivna markomradet inom Fastigheterna (med de justeringar som ma erfordras for
att fastighetsbildning ska komma till stand) (“Markomradet”) genom att inga
markanvisningsavtal.

Ett detaljplaneforslag, KFKS 2013/543-214, nedan kallat “Detaljplanen” har darefter tagits
fram for Markomradet.

Parterna har samtidigt som ingdende av detta avtal ingatt markgenomférandeavtal
("Markgenomforandeavtalet”), enligt vilket Exploatéren har atagit sig att exploatera
Markomradet i enlighet med Detaljplanen och Markgenomférandeavtalet.

§2 OVERLATELSEFORKLARING

Pa de villkor som framgar av detta avtal 6verlater Kommunen och férvarvar Exploatoren
hdarmed Markomradet, markerat med rod avgrdnsningslinje pa bilaga 1.

8 3FASTIGHETSBILDNING

Kommunen ska ansdka om fastighetsbildning av Markomradet genom avstyckning och
fastighetsreglering senast i samband med att Detaljplanen vinner laga kraft. Parterna ar
Overens om att Kommunen ska ansvara for och sta for samtliga kostnader avseende
fastighetsbildningen av Markomradet.

§ 4 TILLTRADESDAGEN

Exploatoren ska tilltrada Markomradet den vardag som infaller tio (10) vardagar fran
lagakraftvunnet beslut om fastighetsbildning av Markomradet, eller den tidigare dag som
parterna skriftligen kommer éverens om ("Tilltrddesdagen”).
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§ 5 KOPESKILLING

Kopeskilling for Markomradet ("Kopeskillingen") ska erlaggas pa Tilltradesdagen och berdknas
i enlighet med vad som narmare framgar nedan.

Kopeskillingen uppgar till summan av féljande belopp:

(i) Ett belopp om 46 535 498 kronor, vilket motsvarar 3 218 kronor per
kvadratmeter BTA handel/verksamhet for 14 461 kvm BTA handel/verksamhet
(enligt Exploatdrens bebyggelseforslag); minus

(ii) Ett belopp om 21 635 729 vilket motsvarar Exploatérens estimerade kostnad att
grovplanera Markomradet och anldggandet av gabionmurar; minus

(iii) Ett belopp om 13 365 364 vilket motsvarar Exploatérens estimerade kostnad for
anlaggande av infart till Markomradet.

Enligt ovanstaende berakning uppgar Képeskillingen till 11 534 405 kronor (46 535 498
kronor minus 21 635 729 kronor minus 13 365 364 kronor).

§ 6 TILLAGGSKOPESKILLING

Om beviljat bygglov for bebyggelsen inom Markomradet medger ett storre antal
kvadratmeter BTA handel/verksamhet an vad Koépeskillingen ar beraknad utifran, ska
tillaggskopeskilling erlaggas enligt nedan

(i) Tillaggskopeskillingen ska utga med 3218 kronor per kvadratmeter BTA
handel/verksamhet for det antal kvadratmeter som dverskrider 14 500 kvm BTA
handel/verksamhet, dvs. fér det antal kvadratmeter som 6verskrider det antal
kvadratmeter BTA handel/verksamhet som K&peskillingen ar berdknad utifran.

(ii) For tillkommande kvadratmeter BTA handel/verksamhet vilka utgor teknikytor eller
andra icke inkomstbringande ytor ska i stallet for vad som anges i punkt (i) ovan
tillaggskopeskilling utga med 750 kronor per kvadratmeter BTA som dverskrider det
antal kvadratmeter handel/verksamhet som Kopeskillingen ar berdknad utifran.

BTA for tillaggskopeskillingen ska berdknas enligt svensk standard SS 021054:2009, dock med
beaktande av att ytor under skarmtak samt 6ppna kallgarage inte ska anses utgtra BTA.
Tillaggskopeskillingen ska erlaggas till Kommunen senast 30 dagar efter att beviljat bygglov
har vunnit laga kraft eller, om Kdpeskillingen @nnu inte erlagts, det senare datum som
Kopeskillingen enligt ovan erlaggs.

§ 7 KOPEBREV

Under forutsattning att Kopeskillingen till fullo erlagts for Markomradet ska Kommunen pa
Tilltradesdagen 6verlamna ett kvitterat och av tva vittnen bevittnat kopebrev till Exploatoren
jamte vardeintyg for ansokan om lagfart.

§ 8 MARKOMRADETS SKICK
Kommunen 6verlater Markomradet i befintligt skick pa Tilltradesdagen till Exploatoren.
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§ 8.1 Friskrivning

Exploatoren har beretts tillfalle att undersoka och besiktiga Markomradet. Exploatéren har
fatt del av information avseende Markomradet och Parterna ar 6verens om att Kommunen
har fullgjort sin upplysningsplikt. Kommunen har inte lamnat nagon garanti eller utfastelse
betraffande Markomradet, varken explicit eller implicit, och Exploatoren har inte forlitat sig
pa nagon lamnad garanti eller utfastelse betraffande Markomradet. Exploatdren har
forklarat sig vara medveten om att Markomradet kan vara behaftat med fel eller brister och
att Exploatoren godtar Markomradets skick.

Exploatoren friskriver Kommunen fran allt ansvar for eventuella fel eller brister i
Markomradet av vad slag det an ma vara, inklusive saval fel enligt lag eller annan grund,
rattsliga fel, radighetsfel, faktiska fel som dolda fel. Exploatéren avstar saledes med
bindande verkan fran alla ansprak pa Kommunen av vad slag det &n ma vara gallande fel
eller brist hanforlig till Markomradet, oavsett om felet eller bristen borde ha
uppmarksammats eller ej.

8§ 8.2 Garantier

Kommunen garanterar per Tilltradesdagen att Kommunen ar civilrattslig och lagfaren dgare
till Markomradet samt att Markomradet inte besvaras av nagra nyttjanderatter eller
inteckningar.

§ 9 FORVALTNING FRAM TILL TILLTRADESDAGEN

Kommunen férbinder sig att inte traffa nya nyttjanderattsavtal, inga andra avtal eller fatta
viktiga beslut rorande Markomradet utan Exploatérens pa forhand inhdamtade skriftliga
godkannande.

§ 10 VILLKOR FOR GILTIGHET

Parternas skyldighet att fullfélja sina forpliktelser enligt detta avtal ar villkorat av att
Kommunen senast sex (6) manader efter den dag da detta avtal undertecknats har ansokt
hos lantmaterimyndigheten om lantmateriforrattning innebarande att Markomradet ska
utgora en fastighet och att sddan lantmateriforrattning sedermera kommer till stand inom
fem (5) ar fran detta avtals undertecknande. Om villkoren ovan inte uppfyllts inom angiven
tidsfrist och om inte parterna skriftligen 6verenskommer att forlanga fristen for villkorens
uppfyllande, ska detta avtal omedelbart upphdra och samtliga i forekommande fall vidtagna
prestationer ska aterga. Ingen av parterna ska i sadant fall ha nagot krav mot den andra
parten med undantag for avtalsbrott som begatts dessforinnan.

§ 11 OVERLATELSE

Ingen av parterna har ratt att 6verlata eller bevilja nagon form av belastning 6ver detta avtal
eller nagon av sina rattigheter eller skyldigheter enligt detta avtal utan den andra partens pa
forhand erhallna skriftliga samtycke. Exploatéren ska dock &dga ratt att overlata samtliga
rattigheter och skyldigheter under detta avtal till annan juridisk person inom den koncern som
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Exploatoren ingar i under forutsattning att Exploatoren fortsatter att ansvara solidariskt for
detta avtals fullgérande.

§ 12 TILLAGG OCH ANDRINGAR

Tilldagg och andringar till detta avtal ska goras skriftligen och undertecknas av behoériga
firmatecknare for respektive part.

§13 TVIST

Tvist angdende tolkning och tillampning av detta avtal ska avgoras av allman domstol enligt
svensk ratt och pa Kommunens hemort.

3k %k 3 3k %k %k % %k %k

Detta avtal ar upprattat i tva likalydande exemplar varav parterna tagit var sitt.

Nacka den ............ Ort den ............
For Nacka kommun For Tranviks Udde Orminge AB

BILAGOR

Bilaga 1 Kartskiss som visar “Markomradet”
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Bilaga 1 — Markomradet

Markomrade
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l. Allmant

Exploatoren ska enligt Markgenomférandeavtalet projektera och utfora allminna
anlidggningar. De allminna anliggningarna ska utformas i enlighet med krav i
bilaga 4, ”Omfattningsbeskrivning av allmidnna anldggningar” till
Markgenomfoérandeavtalet.

Detta dokument innehaller Kommunens krav pa Exploatorens
projekteringsarbete avseende och utférandet av de allminna anliggningarna samt
beskriver 1 6vrigt den ratt till insyn, delaktighet och paverkan som Kommunen
har i projekteringen och utférandet. Dokumentet innehaller ocksa foreskrifter om
hur Exploatéren ska samarbeta med Kommunen och i 6vrigt vad som giller for
informationsutbyte.

Syftet med dokumentet ir att skapa forutsittningar for Exploatoren att
6verlimna de allmédnna anlidggningarna till Kommunen. Exploatéren och
Kommunen ska ha en kontinuerlig dialog under arbetenas gang och vid behov
komma 6verens om de dndringar eller fortydliganden av Kommunens krav och
arbetssitt som erfordras. Avstimningsméten ska héllas f6r att ndrmare behandla
samarbetet mellan Kommunen och Exploatéren. Exploatéren kommer
informera Kommunen om nir projekteringen avses att inledas varefter
Kommunen kallar Exploatéren till avstimningsméten en (1) gang per manad eller
med den métesfrekvens som Kommunen och Exploatdren annars finner
pékallad. Exploatoren ér skyldig att delta pa avstimningsmoten.

2. Krav avseende projekteringsarbetet

2.1. Det fortsatta projekteringsarbetet

Exploatoren far indela det fortsatta projekteringsarbetet i skeden, sisom
systemhandlingsskede och darefter bygghandlingsskede.

Vad som anges i detta dokument omfattar det fortsatta projekteringsarbetet,
oavsett vilken detaljeringsgrad som projekteringsarbetet i friga avses att resultera

1, om inte Kommunen och Exploatéren kommer 6verens om annat.

Exploatoren ansvarar for att genomfora en detaljprojektering av de allminna
anldggningarna och ta fram samtliga bygghandlingar, sisom ritningar, utredningar
med mera, som erfordras for de allmidnna anldggningarna innan
entreprenadarbetena avseende allmdnna anliggningar pabérjas. Exploatoren ska
dven ta fram erforderliga relationshandlingar i samband med fardigstillandet av
dessa.

Exploatoren ska gemensamt med Kommunen uppritta en
6verlimningschecklista baserat pd mallen 1 bilaga 1. Exploatéren ska bestimma
omfattningen av bygghandlingarna och relationshandlingarna tillsammans med
Kommunen med utgangspunkt i 6verlimningschecklistan. Den upprittade
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overlimningschecklistan ska uppdateras med erforderlig information i det
fortsatta projekteringsarbetet och under produktion.

Om detaljprojekteringen utfors i etapper ska en tillricklig detaljerad projektering
av Exploateringsomradet utforas i form av en systemhandling for att mojliggora
Exploatorens och Kommunens kontroll av att 6vergripande funktioner och
anlidggningar fungerar. Systemhandlingen ska i sidana fall vara firdigprojekterad
och ha genomgatt Kommunens granskning och kontroll enligt avsnitt 2.7 nedan
innan nagra entreprenadarbeten far paborjas.

2.2, Samrad och samordning med tredje man

Det ir Exploatorens ansvar att under det fortsatta projekteringsarbetet samrada
med berérda externa intressenter, sisom exempelvis projektledningen for
Kommunen eller tredje mans angrinsande projekt till Planomradet enligt
Markgenomfoérandeavtalet, ledningsigare, riddningstjanst, SL etcetera

2.3. Minimikrav egenkontroller

Exploatoren ska tillse att den som av Exploatéren uppdragits att utfora
detaljprojekteringsarbete, fullg6r Kommunen minimikrav pd egenkontroller. Se
bilaga 2, ”Minimikrav Egenkontroll Projektor”. Exploatoren och Kommunen ska
vid behov gemensamt anpassa kraven pa egenkontroller och foreskriva de
ytterligare krav pa egenkontroller som erfordras i bilagan.

24. Startmote projektor och geodetiska underlag
Infor att startm&te med projektor ska hallas ska Kommunen och Exploatéren
genomféra avstimningsmoten enligt avsnitt 1 ovan for att gemensamt arbeta
fram relevanta underlag. Exploatéren kommer genomfora initiala méten med
projektor for att arbeta fram planer med mera innan startmotet.

Exploatoren ska halla ett startméte £6r projekteringsarbete 1 varje
projekteringsskede med utsedd projektér. Kommunen ska kallas till startmotet.
Infor startmétet ska Exploatoren tillhandahdlla Kommunen en:

1. kontaktlista dir rollférdelningen inom projektet framgar,

2. preliminir leveransplan som inkluderar Kommunens handliggningstider,
granskningstider, samt for slutbesiktning, 6vertagandesyn och
overlimnande samt

3. forslag till 6verlimningschecklista 1 enlighet med avsnitt 2.1 ovan

Infor eller i samband med startmotet ska Kommunens krav faststillas mellan
Kommunen och Exploatoren i enlighet med bilaga 4, ”Omfattningsbeskrivning
av allminna anliggningar”, till Markgenomférandeavtalet.

Projektering far endast utféras med geodetiska underlag som dr upprittade enligt
Kommunens krav. Det geodetiska underlaget ska dirfor tas fram innan startméte
tor projekteringsarbetet halls med utsedd projektor. Kravstillningen for
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inmatning och format for leverans framgar i bilaga 3, ”Kravstillning Inmitning
Projektering”.

Leveransen ska sorteras och ske enligt foljande mappstruktur:

1 Projektomrade 2021-04-15 19:34 Filmapp
2 Stomnat 2021-04-15 19:34 Filmapp
3 Detaljinmatningar 2021-04-15 19:34 Filmapp
4 Markmodell 2021-04-15 19:34 Filmapp
5 Grundkarta 2021-04-15 19:08 Filmapp
6 Punktmoln 2021-04-1519:34 Filmapp
7 Ortofoto 2021-04-15 19:37 Filmapp

Innan arbetet med inmitningar startar ska Exploatéren kalla Kommunen till
mote for att ga igenom kravstillningen och eventuella dndringar. Infér inmétning
kommer Exploatoren att samrada med ekolog. Exploatéren ska kalla till motet
senast 15 arbetsdagar innan motet ska dga rum. Pa motet ska det bestimmas nar
Exploatoren ska leverera inmatningar enligt ovan till Kommunen fér kontroll och
godkinnande. Kommunens granskningstid dr fem arbetsdagar.

Det firdigstillda och av Kommunen godkinda geodetiska underlaget ska
tillhandahallas projektoren av Exploatoren.

2.5. Projekteringsmoten

Exploatoren ska kalla Kommunen till samtliga projekteringsméten, om inte annat
6verenskommes med Kommunen. Syftet med Kommunens deltagande ér att
inhimta n6dvindig information och félja upp att Kommunens kravstillningar
betriffande de allminna anliggningarna kan uppfyllas. Detta i syfte att
effektivisera Kommunens granskningsprocess enligt avsnitt 2.7 nedan.

2.6. Angaende projekterade handlingars utformning
med mera

Allt projekteringsarbete ska genomforas i enlighet med Kommunens
projekteringsanvisningar i Teknisk handbok. For att sikerstilla att kraven uppfylls
ska férutom ritningar dven en mingdforteckning med beskrivande text enligt
AMA Anlidgening 13 tas fram om mojligt i samband med detaljprojekteringen.
Om fortydliganden krivs i syfte att korrigera felaktigheter i Teknisk handbok eller
annars 1 syfte att komplettera projekteringsanvisningar pa erforderligt sitt, ska
Kommunen limna dessa f6rtydliganden och Exploatoren efterkomma dessa.

Eventuella avsteg fran Teknisk handbok och AMA Anlaggning 13 ska
dokumenteras av Exploatoren och redovisas f6r Kommunen f6r Kommunens
skriftliga godkdnnande som inte oskiligen far innehallas eller f6rdréjas. Avsteg
som inte godkinns av Kommunen far inte genomforas savida det inte handlar
om avsteg som saknar betydelse.
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2.7. Kommunens granskning av projekterade
handlingar

Exploatoren ska tillstilla Kommunen projekterade handlingar i digitalt format f6r
granskning. Exploatéren och Kommunen ska vardera ha en (1) kontaktperson
for informationsutbyte, leverans och synpunktshantering avseende projekterade
handlingar. Kommunens granskning av handlingarna befriar inte Exploatéren
fran funktionsansvar, konstruktionsansvar eller att avtalet f6ljs. Kommunen
svarar dock for de funktionskrav som Kommunen foreskriver.

I Kommunens granskningsprocess kommer Kommunen att genomféra intern
granskning av handlingar avseende allminna anliggningar. Syftet med
Kommunens granskningsprocess ir att precisera och forklara Kommunens krav
samt att kontrollera att utférd projektering foljer faststallda krav. En systematiskt
genomford granskningsprocess bidrar till att hoja kvaliteten pa de projekterade
handlingarna och dérfor dr det av stoérsta vikt att projekterade handlingar,
inklusive teknisk beskrivning, ar firdigprojekterade vid granskning och att
avisering sker i tid. Tider for granskning m.m. ska tas fram i samband med
startmotet enligt punkt 2.4 ovan.

Innan projekterade handlingar tillstalls Kommunen f6r Kommunens granskning
ska dessa vara samgranskade mellan olika teknikslag, av och med ledningsdgare
samt vara interngranskade av Exploatoren och uppfylla de faststillda
minimikraven for egenkontroller i bilaga 2. Kommunen har ritt att avbryta

granskningen om handlingarna inte uppfyller kraven enligt féregaende mening.

For att Kommunen ska granska projekterade handlingar, ska dessa dessutom — i
den utstrickning det dr relevant - redovisa gator, parkanligeningar, naturmark,
belysning, konstruktionsbyggnader, VA-/dagvattenanliggningar samt befintliga
ledningar och ledningsomlidggningar. Samtliga handlingar ska mirkas
granskningshandling. Vilka skalor handlingar ska upprittas i ska 6verenskommas
om mellan Kommunen och Exploatoren och arbetas in 1
6verlimningschecklistan, varvid utgangspunkten ska vara féljande. Planritningar
ska upprittas 1 skala 1:200, elevationsritningar 1 skala 1:100, profilritningar vag i
skala 1:100/1:1000, profilritningar VA i skala 1:100/1:400, tvirsektioner i skala
1:100, normalsektioner i skala 1:50, detaljer i skala 1:20. Kvartersgranser och
6vriga bestimmelsegrinser ska redovisas pa ritningarna.

Utover granskning av handlingar f6r de allmanna anliggningarna ska Kommunen
ocksa ges mojlighet att granska och godkinna handlingar eller i férekommande
fall tekniska forutsittningar avseende andra byggnadsverk i grinssnitt mellan
kvartersmark och allmin plats, om dessa paverkar funktionen for eller drift och

underhill av de allmédnna anlidggningarna.

Granskningen ska genomforas 1 Bluebeam eller vid var tid gillande
granskningsrutin inom Kommunen.
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Granskningen ska aviseras senast 14 kalenderdagar innan planerad leverans, om
inte annat 6verenskoms mellan parterna.

Granskningstiden dr 10 arbetsdagar och paborjas forsta vardagen efter det att
Kommunen tillstillts handlingar f6r granskning.

Nir granskningen ér slutférd och handlingarna ar justerade enligt limnade
granskningssynpunkter ska Exploatéren kalla Kommunen till en genomgang av
dessa justerade handlingar tidigast fem arbetsdagar efter slutférd granskning.
Exploatoren ska tillse att samtliga granskningssynpunkter har bemdétts av denne
och/eller utsedd projektor och att granskningshandlingen justerats till
genomgangen. Efter genomgangen ska Exploatoren 6verlimna handlingarna till
Kommunen fér kontroll, om inte parterna éverenskommer om annat exempelvis
tor det fall genomgangen inte resulterar 1 ytterligare revideringar. Kommunens
kontroll ska genomféras inom fem arbetsdagar och skriftligen ange huruvida
handlingarna ir godkinda eller inte (som inte oskiligen far innehallas eller
tordréjas). Det som dr godkint efter sadan kontroll (eller i férekommande fall,

vid genomgangen dessforinnan) ska anses utgéra godkand handling.

Kommunens granskning av projekterade handlingar far inte i nagon del enligt
ovan forlageas till veckorna 27 — 32 och 51 — 1, om inte annat kan

overenskommas.

Exploatoren ska tillstilla Kommunen historiken 6ver granskningsprocessen i
form av moétesprotokoll, granskningskommentarer, svar pa
granskningskommentarer och dylikt, fér varje granskningsomging som
genomfors. Parterna ska enas om hur dokumentation ska ske l6pande.

2.8. Slutleverans av projekterade handlingar

Om mingdforteckning med beskrivande text tas fram, ska den levereras i
redigerbart Excel-format.

Slutleverans av projekterade handlingar ska ske i det format som dverenskoms
mellan parterna. Vilka format handlingar ska upprittas i ska 6verenskommas om
mellan Kommunen och Exploatoren och arbetas in 1 6verlimningschecklistan,
varvid utgingspunkten ska vara foljande. Ritningar ska levereras i A1 PDF/A1
enligt SS-ISO 19005-1:2005.

Exploatoren ska hirutéver dven leverera en sammanstillning 6ver de avsteg fran
Teknisk handbok och i férekommande fall AMA Anliggning 13 som gjorts med
datum f6r Kommunens godkinnande och namn pa den hos Kommunen som
limnat godkdnnandet (eller vid uteblivet godkidnnande, nir godkidnnandet
begirdes).

6(17)



2.9. Kostnaden for de allmadnna anldggningarna

I syfte att forbereda 6vertagande av de allméinna anliggningarna och kunna
budgetera for de allmanna anliggningarnas virde, behover Kommunen uppgifter
om den bedémda totalkostnaden for de allminna anliggningarna.

Exploatoren ska dérfoér i samband med leverans av projekteringen, dven leverera
bed6md totalkostnad for var och en av de allminna anlidggningarna.

Den bedémda totalkostnaden ska vara baserad pa produktionsresultat enligt
Teknisk handbok och vara summerad enligt féljande:

o G/V_Vigkropp

e G/V_Ytskikt

o G/V_Belysning

e G/V_Bro/kaj

e G/V_Ricke/stingsel

e G/V_Dagvatten/brunnar
o G/V_Signaler/skyltar

e G/V_Park
3. Krav avseende utforandet
3.1. Generella krav pa produktionen

For utférandet av de allminna anldggningarna giller Markgenomférandeavtalet
och bilaga 4.

Exploatoren bar ansvaret for att samordna utférandet av mark- och
anlidggningsarbeten med ledningsidgare och andra externa intressenter sasom och i
torekommande fall SL, riddningstjanst, Trafikverket, Kommunens eller
ledningsigares driftentreprenader m.fl.

3.2. Produktionstidplan

Exploatoren ska uppritta en produktionstidplan som ska tillhandahallas

Kommunen.

Exploatoren ska ajourhilla produktionstidplanen och s snart det dr praktiskt
mojligt meddela Kommunen dndringarna i den om allmin anliggnings
fardigstallandetid dndras.

3.3. Infor produktionsstart

Exploatoren ska till Kommunen tillhandahalla handlingar stimplade som
Byggehandling i digitalt format enligt Teknisk handbok senast tva veckor fére
produktionsstart av de allminna anliggningarna.
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Exploatoren ska tillse att syn forrittas avseende Kommunens mark inom
arbetsomradet for entreprenaden samt avseende naturmark eller parkmark som
ska Overlatas till Kommunen innan entreprenaden igangsatts. Representant fran
Kommunen och Exploatoren ska delta vid sadan syn. Exploatoren ska kalla
Kommunen senast tva veckor fore synen dger rum. Synen ska dokumenteras av
Exploatoren, om inte annat 6verenskommes mellan parterna.

3.4. Revidering av handlingar

Revideringar av handlingar i produktionsskedet ska granskas av Kommunen.
Exploatoren ansvarar for att inhimta Kommunens synpunkter innan revidering
av handling genomfoérs, varvid Kommunen ska limna sina synpunkter med den
skyndsamhet som erfordras, sirskilt vad avser foranledda ATA-arbeten som kan
inverka pa produktionstidplanen. Om mojligt och det inte féranleder férseningar,
ska granskningstiden vara minst fem arbetsdagar. Kommunen ska i samband med
limnandet av sina synpunkter inte stilla oskiliga krav.

3.5. Kommunens kontroll av kvalitet och miljo samt
kostnadsuppfoljning

Exploatoren ska bereda Kommunen tillfalle att delta vid kvalitets- och

miljométen som halls med anlitad entreprenor. Kommunen ska dven beredas

mojlighet att tillsammans med Exploatoren genomféra kontroller avseende

kvalitet och milj6 1 pagdende entreprenad.

Exploatoren ska tillhandahalla Kommunen underlag enligt den kvalitetsplan som
Exploatoren later uppritta innehéllande sedvanliga dokument f6r att flja upp
kvaliteten pa de allmanna anliaggningarna. Exploatéren och Kommunen ska

samrida om de nirmare formerna for informationsutbytet m.m.

Exploatoren ska tillhandahalla Kommunen slutkostnadsprognos en gang per
kvartal efter att produktionen har pibdrtjats och annat rimligen erforderligt
underlag for att Kommunen ska kunna bedéma upparbetade och dndringar 1
prognosticerade kostnader avseende de allminna anliggningarna. Syftet dr att
Kommunen 16pande ska kunna bedéma sitt avskrivningsunderlag. Exploatéren
och Kommunen ska samrada om de nirmare formerna f6r informationsutbytet

med mera

3.6. Entreprenadens slutbesiktning och
relationshandlingar

Kommunen dger ritt att delta vid slutbesiktning avseende de allmdnna
anlidggningarna.

Exploatoren ska tillse att Kommunen kallas till slutbesiktningssammantride
senast tva veckor infor slutbesiktning. Exploatoren ska saledes stilla krav
gentemot anlitad entreprendr att denne ska till Exploatéren anmila nir
entreprenaden i sin helhet eller till del ar tillginglig for slutbesiktning tidigare dn
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tva veckor innan fardigstillandet. Exploatoren ska omgaende meddela
Kommunen om nir sidan anmilan erhallits av Exploatoren eller senast tva
veckor infor slutbesiktningssammantride, om inte annat kan éverenskommas
mellan parterna.

Exploatoren ansvarar for att under produktionen genomarbeta, uppdatera och
sedermera faststilla (genom signering) den 6verlimningschecklista som
upprittats enligt avsnitt 2.1 ovan. Nar overlimningschecklistan ar faststalld av
Exploatoren ska den 6verlimnas till Kommunen f6r godkidnnande (som inte
oskiligen far innehallas eller f6rdrojas).

I den man handlingarna inte har godkants redan av Kommunen enligt vad som
anges ovan (se punkt 2.7), ska Exploatoren tillstilla Kommunen underlag for
relationshandlingar f6r Kommunens godkinnande snarast nir sadan erhalls fran
Exploatorens entreprendr och innan handling stimplas “Relationshandling”. Det
primira syftet ar att handlingarna ska innehalla korrekta inmatningar och félja vad
som anges 1 6verlimningschecklistan. Underlag ska senast tillstillas Kommunen
tva veckor fore slutbesiktningssammantrade, om inte annat kan 6éverenskommas
mellan parterna. Exploatoren ska saledes stilla krav pa anlitad entreprenor att
tillhandahalla sadant underlag i god tid inf6r slutbesiktningssammantride.
Kommunens skiliga synpunkter pa underlagen ska vara inarbetade i handling
som staimplas “Relationshandling”.

Exploatoren ska tillstilla Kommunen relationshandlingar i original och 6vriga
erforderliga handlingar 6r dgande och drift av anlidggningen enligt
overlimningschecklistan.

3.7. Forbesiktning, garantibesiktning och ovriga
eventuella besiktningar eller syneforrattningar

Kommunen dger ritt att delta vid forbesiktning, vid garantibesiktning samt vid

andra besiktningar eller syneforrittningar avseende de allmidnna anlidggningarna.

Exploatoren ska tillse att Kommunen utan dréjsmal kallas till
besiktningssammantride eller syneforrittningar enligt stycket ovan nir
Exploatoren far vetskap om sammantridena eller syneforrittningarna.

3.8. Overtagandesyn

Det dr forst efter godkind slutbesiktning och entreprenaden ir avlimnad till
Exploatoren enligt det standardavtal som ir tillimpligt for entreprenaden (AB 04
eller ABT 06), som 6vertagandesyn kan dga rum mellan Exploatéren och
Kommunen. Syftet med 6vertagandesyn dr att klargéra om forutsittningarna ar
uppfyllda f6r att Nacka kommuns driftsorganisation ska 6verta agandet av och
drifts- och underhallsansvaret f6r de allmidnna anldggningarna 1 enlighet med
denna bilaga. Om samtliga forutsittningar och villkor dr uppfyllda enligt denna
bilaga, ska Kommunen 6verta dgandet av och drifts- och underhallsansvaret f6r
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de allminna anliggningarna. Overtagande ska i sidana fall ske vid
6vertagandesyn. Vid detaljprojektering och infér att byggstart sker ska
Exploatoren och Kommunen diskutera forutsittningar for ett eventuellt etappvis
overtagande.

Overtagande av allminna VA-anldggningar har reglerats sirskilt med Nacka
vatten och avfall AB.

For att Overtagandesyn ska hiéllas ska foljande férutsittningar eller villkor vara
uppfyllda, om inte annat kan éverenskommas med Kommunen:

1. Allminna anliggningar inom Detaljplanen tas 6ver vid ett och samma
tillfille, om parterna inte kommer Gverens om annat.

2. Vig/gata som utgor en helhet, ett sammanhingande nit och innefattande
anliggningar for belysning, eller dylikt lings vigen/gatan tas 6ver
samtidigt och forst ndr anldggningarna vad avser de delar som omfattas av
Detaljplanen, vilka Exploatéren ansvarar over, i sin helhet dr
tirdigbyggda.

3. Nir Kommunen 6vertagit allmin anldggning ska Kommunen i
forhallande till Exploatéren ha full radighet 6ver och till platsen.

4. Leverabler i upprittad 6verlimningschecklista ska ha 6verlimnats.

5. Relationshandlingar f6r den allmdnna anldggning som ska Gvertas ska ha
limnats 6ver och vara godkinda av Kommunen i enlighet med upprittad
overlimningschecklista.

6. Erforderlig driftsgenomgang ska ha genomférts

7. Besiktningsutlatande fran slutbesiktning med entreprenéren och eventuell
samordnad provning ska Gverlimnas till Kommunen.

8. Ansvar for kvarstiende anmirkningar och utredningspunkter fran
slutbesiktningen vad giller tid, kostnad och kvalitet ska vara utrett mellan
Exploatéren och Exploatorens entreprenor.

9. Exploatoéren har limnat besked om vem som utgér ombud for
etableringsbesiktningar av vixtlighet och tidpunkt f6r sidan
etableringsbesiktning.

10. Exploatoren har limnat besked om vem som utgér ombud f6r
garantibesiktningar.

4, Allmant om kommunikation och besked
med mera

Parterna ska sinsemellan svara pa kommunikation utan dréjsmal och agera lojalt
inom ramen for informationsutbytet och samarbetet i 6vrigt enligt denna bilaga.

For det fall Exploatoren har begirt godkidnnande, besked, beslut, fortydliganden
och krav i enlighet med denna bilaga och Kommunen inte aterkommer med
besked/beslut inom angiven tid enligt denna bilaga, eller i avsaknad av reglering
av tid, utan oskiligt dr6jsmal, har Exploatoren ritt att, om inte annat har
foreskrivits, sjilv vilja fortsatt projektering eller utférande for att om mojligt
undvika ekonomiska eller tidsmassiga konsekvenser vilket innebar att det ska
anses godkint. I férekommande fall ska valet gbras i Gverensstimmelse med de
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krav som Kommunen har uppstallt i bilaga 7 och vad som i 6vrigt kan anses som
godtagbar funktion och standard f6r den allminna anliggningen och den samlade
kravbild som kan anses ha faststillts mellan Exploatéren och Kommunen f6r
anliggningen. Kommunen ska tillse att den person som har utsetts for att laimna
godkinnande, besked, beslut, fértydliganden och krav har erforderlig behorighet.

Kommunens saknar i regel mojlighet att limna godkidnnande/besked/beslut etc.
under veckorna 27 — 32 och 51 — 1.
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5. Bilagor
Bilaga 1, Mall Overléimningschecklistan

Exploatoren ska folja den 6verlimningschecklistan som Kommunen Gversint per
e-post 2024-01-30. Exploatoren bekriftar att de fatt ta del av

overlimningschecklistan Bilaga 1 enligt ovan.



Bilaga 2, Minimikrav Egenkontroll Projekt6r

Uppdrag Projektnummer Nacka Skede/Typ av handling/Avser handling
[PROJEKTNAMN] [PROJEKTNUMMER] [FORPROJ/SH/FU/BH]
Namn Sign Datum
Egenkontroll utférd av: [Projektor]
Namn Sign Datum
Granskning utférd av: [Teknikansvarig]
Handling
[TEKNIKOMRADE]
- TA -
EGENKONTROLL GRANSKNINGSDELAR ALLMANNA KOMMENTARER KOMMENTARER ATGARDAT
Geodetiskt undetlag
] Projektering utférd i Koordinatsystem Sweref 99 18 00 och héjdsystem RH2000 O
O] Geodetiskt projekteringsunderlag ar upprittat i enlighet med Nackas krav/tillhandahallet 0
projekteringsundetlag dr anvint.
Administrativt
O] Projektering dr utférd i sin helhet i enlighet med Nacka kommuns 0O
projekteringsanvisningar




TA

EGENKONTROLL GRANSKNINGSDELAR ALLMANNA KOMMENTARER KOMMENTARER ATGARDAT

O Eve.ntuella avsteg frin projekteringsanvisningar ir fértecknade och godkinda av 0
projektchef

O] Projektering utférd i enlighet med AMA Anldggning 13 O

] Mingdbeskrivning dr utford i enlighet med AMA Anldggning 13 O

] Mingdbeskrivning dr utford i enlighet med MER Anliggning 13 (|

] Inga avsteg frin MER Anligening 13 finns i mingdférteckning O

O] Igga mgtstridiga uppgifter foreligger i Mangdbeskrivning och Administrativa 0
Foreskrifter

] Handlingsférteckning dr upprittad och 6verensstimmer med leverans O

Ol Samtliga handlingar enligt leveransplan ir levererade och egenkontrollerade O

[ O
Modellhantering

] Modellfiler dr upprittade i enlighet mad kommunens CAD-manual O

] Samtliga modeller dr levererade till projektplatsen O

Nacka Vatten och Avfall
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TA

EGENKONTROLL GRANSKNINGSDELAR ALLMANNA KOMMENTARER KOMMENTARER ATGARDAT
O Projektering utférd i sin helhet i enlighet med Teknisk Handbok, Nacka Vatten och 0
Avfall
O] Projektering dr granskad och godkind av NVOA:s projektledare eller motsvarande O
O Projektering ar samordnad med Gvriga led?ingslag och tekniernréde‘n och inga 0
kollisioner mellan ledningar/kantstenar/ trdid m.m. finns kvar i handlingen.
[ O
Konsultens ovriga egenkontrollpunkter
[ O
[ O
[J O
[ O
L] O
[ O
[ O
L] O
[ O
[ O
L] O
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TA

EGENKONTROLL GRANSKNINGSDELAR ALLMANNA KOMMENTARER KOMMENTARER ATGARDAT
O] O
] O
O] O
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Bilaga 3, Kravstillning Inmitning Projektering
Kompetenskrav och évergripande kravstillning

e Inmitning ska utféras av person(er) med minst 2 ars métningstekniks
utbildning och 3 ars praktiskt arbete.

¢ Inmaitning ska ske med minst klass T2 totalstation enl SIS-TS21143:2016
Tabell A.1. Laserscanning kan goras som komplement.

e Anvind kodlista BH-90 eller kodlista med lager i klartext.

e Ett aktuell Ortofoto ska tas med dronarteknik om Transportstyrelsens
regelverk tillater det. Ortofotot ska kontrolleras och verifieras med
markstod.

Utgangspunkter:

e Fndast Nacka Kommuns anvisade punkter ska anvindas som
utgangspunkter.
e Stationsetablering ska utforas enl. krav i SIS-TS21143:2016 kapitel 7.3

e FEtablering med totalstation ska ske mot anvisade punkter eller enligt
Rufris. Vid Rufris ska anvisad hojdfix anvandas.

Inmitning:

e Inmitning ska utféras enl. krav 1 SIS-TS21143:2016 kapitel 7.4

e Inmitning med RTK teknik ska utforas enl. krav i SIS-TS821143:2016
kapitel 7.2

Inmitning ska ske av:

e Alla materialgranser

o Alla fasta f6remal

e Fasader

e Golvhojder i befintliga hus

o Trid storre 4n 10 cm stamdiameter.
e Brytlinjer 1 terring

e Bergidagen

Leverans av inmatning:

e Leverans av lagerstrukturerad 3D DWG-fil (BH-90 eller lager i klartext)
e Leverans av triangulerad markmodell i: dwg-format.
o Georefererat Ortofoto i: tiff-format

e Punktmoln i: las-, laz-format
o All data levereras i Sweref 99 18 00_RH2000



BILAGA 4
OMFATTNINGSBESKRIVNING

AV ALLMANNA
ANLAGGNINGAR

NACKA

KOMMUN




Innehallsforteckning

l. /Y 1143 1 11 N 2
2 Gemensamma Krav ......eeeeneeeeencssnneiencssneeesssssssesssssssssssssssnnes 2
3 L CF. 1 o N 4
3.1. GaANg- OCh CYKEIDANA.......ceueeeceiiieececteeeeesee et seaseaenaes 4
3.2 LOKAIGALA. ...ttt seaes 5
3.3. TrafiKULFUSTNING ..cecveeeciecirectecirect ettt st sseeseeaeseas 5
3.4. DAGVALLEN ...ttt sttt sttt eae 5
3.5. Utformning mot kvartersmarki.........cccveoeenncnccnncnccneseccseseeeeseeenene 5
4. Park och Natur ......eeeeeiiiiiiiinnnneeeticecccnnnnnneeeeseeesssssnnnnnanene 5
4.1. Allman plats Natur som ansluter mot Lokalgatan .........c.ccccocoeureevcncnnene. 5
4.2. BeIgSIANTEr ...ttt 6
5. Konstruktionsbyggnader .............vvvisvvsninsnininnnininnnininsnnnns 6
6. Vatten och avfall samt ovrig media..........cuuueeeeeeeeeeeneeeenennnnnaee. 6
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l. Allmant

Exploatoren ska for Detaljplanen utféra och bekosta féljande allminna
anlidggningarna pa allmin plats inom och i anslutning till Planomradet, vilka
kommunen ska ta 6ver. Lokalgatan 1 Bilaga 1 dr markerad i bilden nedan.

e Lokalgata (industrigata med gang och cykelbana) med ungefirlig

utbredning enligt skiss nedan.

2. Gemensamma krav

Foljande giller som utgangspunkt for detaljprojekteringen av de allmidnna
anldgeningarna.

Exploatoren ska infor att Exploatoren later utféra detaljprojekteringsarbete eller
motsvarande projekteringsarbete som ligger till grund f6r entreprenads
genomférande, inhdmta den gillande version av de dokument som omndmns
nedan i syfte att, med eventuella fértydliganden som limnas av Kommunen,
fastsla ramarna for det fortsatta projekteringsarbetet avseende allméinna
anlidggningar.

Dokumenten nedan innehaller de krav som giller vid ingdendet av
Markgenomforandeavtalet. Kraven kan komma att férindras vid den tidpunkt
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som arbetet med projekteringen ska paborjas och som framgir dr det de krav
som foreligger da som ska gilla (med de eventuella fortydliganden som limnas av
Kommunen). Nir kraven har faststillt ska oskiliga och férdyrande forindringar
inte ske, savida inte parterna kommer 6verens om annat. Parterna dr 6verens om
att kraven ska faststillas i samband med startmotet enligt punkt 2.4 1 bilaga 3 till
Markgenomférandeavtalet (med eventuella fortydliganden som kan behovas for
den fortsatta projekteringen).

For det fall Exploatoren inte paboérjar produktionen av de allminna
anldggningarna inom tva ar fran startmotet, ska kraven uppdateras och nytt
startmote hallas varvid samma princip som ovan ska gilla. For det fall fristen om
tva ar inte kan hallas och det inte beror pa Exploatdren, sisom exempelvis att
artskyddsfragor aktualiseras, startbesked drojer eller liknande, ska fristen
forlaingas med skilig tid, dock inte mer dn ytterligare ett ar. Vad som anges 1 det
toregaende 1 detta stycke giller dock inte krav som stills av tredje man och inte
Kommunen. Exploatéren och Kommunen ska i samrad beakta krav fran tredje

man.

1. De allminna anliggningarna ska projekteras i enlighet med Kommunens
projekteringsanvisningar avseende belysning, vigar, gator m.m. i Teknisk
Handbok. Del 1, 2, 3, 6vriga delar av del 4, och del 7 i Teknisk Handbok,
ska 1 tillimpliga delar verka vigledande f6r Exploatoren i syfte att
underlitta f6r Exploatéren att i samrad med Kommunen faststalla
omfattningen och utférandet av allmin anldggning.

2. Utover Teknisk Handbok ska de allminna anliggningarna utformas sa att
krav i féljande dokument, utan inbordes ordning, ar uppfyllda:

a. Teknisk forstudie
1. Forprojektering (Sweco, 2015-03-31)
ii. Forprojektering MVG/XYZDP 2023-12-21)

iii. Utredning sulfidberg (Geosigma, 2021-11-29)
iv. Miljoteknisk bergundersékning (Trapezia, 2022-12-08)
v. Trafikanalys (M4Traffic,2023-10-23)
vi. PM Geoteknik (Bjerking, 2023-09-08)
vil. Markteknisk undersékningsrapport (Bjerking, 2023-09-08)
viii. PM Bergteknik (Bjerking 2023-10-24)
ix. Bullerutredning, (Sweco 2023-10-006)
x. Ljusbullerutredning (Uppsala Teknikprojektering, 2024-
01-19)
xi. Dagvattenutredning (PE Teknik & Arkitektur, 2024-01-
12)
xii. Riskutredning (Briab, 2023-10-24)

xiil.

Gestaltningsprogram (MVG/XYZDP 2024-01-28)
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b. Nacka kommuns ramdokument for projekterings- och
utbyggnadsarbete
1. Lokala ordningsféreskrifter f6r Nacka kommun
ii. Metadataformulir geotekniska undersokningar
iii. Mobel- och materialbibliotek f6r Nacka kommun

c. Typritningar Nacka kommuns tekniska handbok
1. TO1 Typsektion uppbyggnad gata
i. T02 Utformning Gvergangstille
ili. 'T06 Viaxtbaddar
iv. TO7 Dagvattenbrunn i1 betong vig
v. T10 Regnbaddar A

d. Allminna styrdokument
1. VGU - regler f6r vigars och gators utformning
. RiBuss - riktlinjer for utformning av infrastruktur med
hinsyn till buss, se dock nedan angaende avsteg.
iii. Rilnfart - riktlinjer infartsparkering
iv. RiTill- Riktlinjer Tillgdnglighet f6r barn, dldre och
personer med funktionsnedsittning
v. TRVINFRA 00224-Vigoverbyggnad
vi. Handbok Arbete pa vig 2019
vii. Trast - trafik f6r en attraktiv stad
viii. Hissar och andra motordrivna anliggningar - Boverkets
torfattarsamling
ix. Standard for skyddande av tridd vid byggnation 2018 -
Sveriges lantbruksuniversitetet

3. Gator

Industrigatan stricker sig fran nya cirkulationsplatsen vid Ormingeleden och ca
150 meter in i Exploateringsomradet. Industrigatan har en vindplan som medger
vindning for sopbilar. Vindning med tunga lastbilar (LBn) ska sakerstillas.
Industrigatan ska ha en gang- och cykelbana som ansluter vid gang och cykelvig
genom skogen till Sparvstigen.

Snorojningsmaskiner och sopmaskiner maste ha fritt fran hinder lings gang och
cykelbanor.

3.1. Gang- och cykelbana
For Nacka kommuns mébel- och materialbibliotek giller ambitionsniva standard for
Lokalgatan. Se Nacka kommuns mébel- och materialbibliotek f6r exempel pa typ

av utrustning som giller f6r respektive niva. Mébel- och materialbiblioteket
aterfinns i Teknisk handbok.
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https://www.nacka.se/49464d/globalassets/kommun-politik/dokument/styrdokument/foreskrifter/lokal-ordningsstadga-for-nacka-kommun.pdf
https://www.nacka.se/4ab11d/globalassets/underwebbar/teknisk-handbok/aktuella-bilagor/nacka-kommuns-styrande-dokument/metadataformular_geotekniska_undersokningar.xlsx
https://www.nacka.se/49f3e3/globalassets/underwebbar/teknisk-handbok/aktuella-bilagor/nacka-kommuns-styrande-dokument/bilaga-b_materialbibliotek.pdf
https://www.nacka.se/4a52b2/globalassets/underwebbar/teknisk-handbok/aktuella-bilagor/typritningar-aktuell-mapp/typritningar/t1_typsektion_uppbyggnad_gata.pdf
https://www.nacka.se/4a52a3/globalassets/underwebbar/teknisk-handbok/aktuella-bilagor/typritningar-aktuell-mapp/typritningar/t2_utformning_overgangsstalle.pdf
https://www.nacka.se/4af25e/globalassets/underwebbar/teknisk-handbok/gamla-bilagor/typritningar-gamla/typritningar-gamla-bilagor/t06_vaxtbaddar.pdf
https://www.nacka.se/4a4d67/globalassets/underwebbar/teknisk-handbok/aktuella-bilagor/typritningar-aktuell-mapp/typritningar/t7-dagvattenbrunn-i-betong-vag.pdf
https://www.nacka.se/4aa05f/globalassets/underwebbar/teknisk-handbok/aktuella-bilagor/typritningar-aktuell-mapp/typritningar/t10_regnbaddar_a.pdf

Gangbanan ska ha god tillginglighet f6r rullstol, rullator och barnvagnar.
Snordjningsmaskiner och sopmaskiner maste ha fritt fran hinder mellan atminstone
vartannat trid lings gang- och cykelbana.

For verksamhetsomréadet ska in- och utfarterna utformas pa ett trafiksikert sitt.

3.2. Lokalgata

Lokalgatan ansluter Markomradet till Ormingeleden. Lokalgatan avslutas mot

Markomradet med en vindplats.

Gatans dagvatten leds ner i en storre Oppen regnbidd enligt utformning
presenterad i gestaltningsprogram for allmin plats och i enlighet med
utformningen féreslagen i Dagvattenutredningen (PE Teknik & Arkitektur, 2024-
01-12).

Vigslinter och diken som ligger inom vigomradet ska iordningstillas i enlighet
med Gestaltningsprogrammet f6r omradet samt dagvattenutredningen enligt

ovan.

Dir markarbeten krivs utanfor markerat omrade for Lokalgata och dar
gestaltningsprinciper saknas ska kommunen limna godkinnande for atgirderna
och marken ska aterstillas till minst likvirdig standard.

3.3. Trafikutrustning
Noédvandig skyltning och tydlig vigvisning ska finnas i omradet.

3.4. Dagvatten

Gatans dagvattenhantering ska utredas i samrad med kommunens

dagvatteningenjor.

3.5. Utformning mot kvartersmark

Utformning mot kvartersmark maste mojliggéra snéhantering pa allmén plats och
gronytor avgrinsas med kant mot gingbana som mojligegér kommunens drift.
Allmin platsmark med hardgjord yta som angrinsar mot plantering pa
kvartersmark ska ha kant.

4, Park och natur

4.1. Allman plats Natur som ansluter mot Lokalgatan
En buffertzon ska upprittas mot Naturomradet dir sprangningarna for
Markomradet och Lokalgatan genomférs. Buffertzonen ska upprittas i samrad
med kommunen innan markarbeten startas. Syftet med buffertzonen ér att i
storsta mojliga man skydda vegetationen inom Naturomradet.
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4.2. Bergslanter

Bergslinter ska dimensioneras utifran behov och proportion.

5. Konstruktionsbyggnader

Gatubelysning pa allmin plats ska utgoras av stolpbelysning.

6. Vatten och avfall samt 6vrig media

For krav gillande allminna vatten och avfallsanliggningar och 6vrig media
hinvisas till respektive ledningsigare.
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INTENTIONSAVTAL ORMINGE
TRAFIKPLATS DNR

INTENTIONSAVTAL ORMINGE TRAFIKPLATS UTBYGGNAD AV VATTEN-
och SPILLVATTENLEDNINGAR

§ 1 PARTER

Mellan Nacka Vatten och Avfall, org.nr 559066-7589 (nedan “NVOA”), och Tranviks Udde Orminge
AB, org.nr 559414-6937 (nedan “Exploat6ren”), har tréffats foljande intentionsavtal om utbyggnad
av vatten- och spillvattenledningar gédllande del av fastigheterna Tollare 1:3 och Lannersta 10:1
(nedan "Fastigheterna”).

§ 2 BAKGRUND OCH SYFTE

Kommunstyrelsen har 2022-10-24 beslutat att till Exploatoren anvisa ett markomrade som utgor del
av Fastigheterna (nedan "Markomradet”) genom att ingd markanvisningsavtal. Ett
markgenomférandeavtal ska nu ingds mellan Nacka kommun och Exploatéren som fullféljer och
ersatter markanvisningsavtalet i sin helhet. Detta intentionsavtal ska utgéra en bilaga till
markgenomfdrandeavtalet.

Markomradet ar i dag inte va-férsorjt och darfor behover ledningar for vatten och spillvatten byggas.
Exploatoren kommer i detta syfte att sedermera ingd ett utbyggnadsavtal med NVOA (nedan
”Utbyggnadsavtal”). Utbyggnadsavtalet ska innehalla de fullstandiga villkoren for utbyggnaden av
ledningarna och ingen sddan byggnation ska pabdrjas innan avtalet undertecknats av bada parter.

§ 3 OVERENSKOMMELSE

Parterna ar 6verens om att Exploatdren projekterar och bygger ut vatten- och spillvattenledningar sa
att de ansluter till Markomradets fastighetsgrdns enligt NVOA:s anvisningar. Det sagda innebar att
NVOA ensam beslutar om och tar ansvar for bland annat teknisk standard och var ledningar,
forbindelsepunkt och andra delar av anldggningen ska forlaggas.

NVOA ska sta for samtliga Exploatorens faktiska kostnader relaterade till utférande och utbyggnad
av vatten- och spillvattenledningarna, innefattande utredning, projekterings- och
utbyggnadskostnader samt schaktarbeten och arbetstid. Exploatoren ska I6pande fakturera sddana
kostnader till NVOA.

Exploatoren ska faktureras anslutningsavgift separat enligt vid anslutningen gallande taxa och i
enlighet med vad som stipuleras i lag om allmanna vattentjanster, dvs. nar utbyggnad och anvisning
av forbindelsepunkt skett.

§ 4 UPPHANDLING

Exploatéren ska som en del av uppdraget upphandla entreprendr for utférande av utbyggnationen.
NVOA ska ges erforderlig insyn i upphandlingsforfarandet och dess dokument exempelvis genom att
kallas till mote vad angar forfragningsunderlag, utvardering och férhandling. Upphandling ska ske sa
att sarskild del av anbudet avser de kostnader som NVOA ska bara. Dessa ska saledes ga att sarskilja
fran ovrig entreprenadkostnad. NVOA ska vid behov ha ratt att delta i Exploatdrens férhandling med
entreprendren i de delar dar anbudet avser kostnader NVOA ska béra. Eftersom Exploatoren far
fortroendet att bygga 8 NVOA:s vagnar, har denne inte ratt att utan NVOA:s medgivande inga avtal i
den delar som avser NVOA:s kostnader, vilket inte oskaligen far vagras eller fordrojas.

Exploatéren ska under upphandlingen saledes beakta NVOA intressen och tillse att avtal med
entreprendr traffas pa marknadsmassiga villkor. Exploatdren ska vidare tillstdlla NVOA en kalkyl och
med tydlighet redovisa de kostnader som NVOA ska bara.
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INTENTIONSAVTAL ORMINGE
TRAFIKPLATS DNR

§ 5 UTBYGGNADSAVTALET

Till Utbyggnadsavtalet ska bildggas en mellan parterna éverenskommen tidplan. Andringar i
tidplanen ska utan dréjsmal meddelas NVOA.

Till Utbyggnadsavtalet ska bilaggas en kostnadskalkyl. For NVOA kostnadspaverkande faktorer ska
utan dréjsmal meddelas NVOA. Kostnadsandring/6kning ska godkidnnas av NVOA innan atgard vidtas,
vilket ska ske utan dréjsmal och inte oskaligen férvagras.

§ 6 LEDNINGSRATT

For att sakrattsligt skydda NVOA:s anlaggning kan de ledningar mm som omfattas av
Utbyggnadsavtalet behdva sakras genom att avtalsservitut ingas eller ledningsratt beslutas.
Exploatoren ska i detta syfte utan ersattning upplata eventuellt erforderligt servitut eller
ledningsratt inom Markomradet.

NVOA ska ansvarar for och bekostar eventuell ledningsratt/servitutsavtals ingaende och ansékan hos
Lantmateriet.

Det kan, pa grund av nyutbyggnaden, darutéver bli nodvandigt med ledningsratt eller servitut pa
tredje parts fastighet. Aven sddana eventuellt erforderliga ledningsratter/servitut bekostar och
ansvarar NVOA for.

Ingen utbyggnad kan paborjas innan sakrattsligt skydd erhallits for planerad anlaggning.

§ 7 SAKERHET

NVOA har i Utbyggnadsavtalet ratt att krava sdkerhet i form av moderbolagsborgen (eller annan
sakerhet som godtas av NVOA) for Utbyggnadsavtalets ratta fullgérande. Sadan sakerhet ska uppga
till minst 50 % av kalkylerad utbyggnadskostnad for vatten- och spillvattenledningarna och ska galla
till dess att utbyggnaden av vatten- och spillvattenledningarna ar utférda och har godkéants vid
slutbesiktning.

§ 8 OVERLAMNANDE

Exploatoren ska tillse att ABT 06 (Allmanna Bestammelser for totalentreprenader avseende
byggnads-, anlaggnings- och installationsarbeten utfardade av BKK) géller for Exploatorens
entreprenad(-er) avseende anlaggningen, varvid garantitiden ska vara minst fem (5) ar och i 6vrigt
ska sedvanligt ansvar enligt ABT 06 tillampas.

Efter att NVOA 6vertagit entreprenaden/entreprenaderna ska utgdngspunkten vara att Exploatdren
till NVOA ska 6verlata sina rattigheter att gentemot anlitad entreprendr/entreprendrer gora géllande
fel och skadestandsansvar enligt det entreprenadavtal som traffats mellan Exploatéren och dess
entreprendr/entreprendrer. Fran och med entreprenadens/entreprenadernas godkdnnande ska av
Exploatdren anlitad entreprenér/entreprenérer saledes gentemot NVOA forpliktas att i samma
utstrackning som i férhallande till Exploatdren pa egen bekostnad avhjilpa samtliga fel som
framtrader i anldggningarna under garantitiden, och vasentliga fel (enligt kapitel 5 ABT 06) som under
en ansvarstid om tio ar framtrader efter utgangen av femarsperioden, samt svara for skador till foljd
av fel i anlaggningarna. Exploatorens ratt att 6verlata ratten att gora gallande fel och
skadestandsansvar enligt ovan férutsatter att:

(i) Entreprenadavtalet foreskriver ett fel- och skadestandsansvar for entreprenéren som minst
motsvarar vad som foreskrivs i ABT 06;

(i) Exploatoren har tillhandahallit NVOA underlag utvisande urval av upphandlad entreprenérs
referensprojekt;
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(iii) upphandlad entreprendr har stallt ut sakerhet for sitt atagande motsvarande minst ett belopp
om 10 % av kontraktssumman under entreprenadtiden och 5 % for tid darefter intill tva ar efter
entreprenadens godkdnnande eller, om fel konstateras vid besiktning inom denna tid, till dess att
felet har avhjalpts, eller entreprendrens aliggande har fullgjorts pa annat satt. Sakerheten ska gélla
aven i forhallande till NVOA nar NVOA Overtar ratten att gora géllande fel/skadestandsansvar
gentemot entreprendren;

(iv) upphandlad entreprendr innehar minst sadan forsakring som foreskrivs i ABT 06;

(v) upphandlad entreprendr vid ingdendet av entreprenadavtalet kan uppvisa en kreditvardighet om
minst niva "A”; samt

(vi) Exploatoren har skriftligen informerat entreprenéren om Overlatelsen av ratten att géra gallande
fel/skadestandsansvar och tillstillt INVOA bevis pa att entreprenéren blivit informerad.

Genom Overlatelse av ratten att gora gallande fel- och skadestandsansvar enligt ovan ska
Exploatérens ataganden avseende utbyggnaden anses vara fullgjorda och slutligt reglerade.

Om Exploatoren ingar avtal med entreprendr som inte uppfyller rekvisiten i (i)-(iv) i denna punkt ska
Exploatoren inte ha ratt att 6verlata rattigheterna enligt entreprenadavtalet/en. Exploatéren och ska
i sadant fall i forhallande till NVOA, under garantitiden enligt ABT 06, ansvara for att pa egen
bekostnad avhjalpa samtliga fel som foreligger i anlaggningarna samt aven for vasentligt fel som visar
sig efter utgangen av femarsperioden under en ansvarstid om tio ar, fran och med dagen for
Overtagandet av varje anlaggning. Exploatoren forbinder sig ocksa att ansvara for och pa egen
bekostnad atgarda skada pa grund av fel i anlaggningarna.

Vid tolkningen av omfattningen av Exploat6érens ansvar enligt stycket ovan ska bestimmelserna om
ansvar under garantitid och om ansvar for vasentligt fel i kapitel 5 i ABT 06 tillampas. Dock ska dven
sadant fel som en bestéllare ansvarar for enligt ABT 06, aligga Exploatdren att i forhallande till NVOA
avhjalpa savida felet inte beror pa av NVOA anvisad teknisk |6sning eller konstruktion eller av
Kommunen lamnad felaktig uppgift. Om Exploatdoren inte avhjalper fel eller atgardar skada pa grund
av fel, som Exploatéren enligt foregaende stycket ansvarar for, dger NVOA ratt att avhjalpa fel och
atgarda skador pa Exploatorens bekostnad.

§ 9 OVERLATELSE
Exploatoren far inte Overlata detta intentionsavtal utan NVOA:s skriftliga medgivande, vilket inte
oskaligen far vagras eller fordrojas.

§ 10 UPPHORANDE

Detta intentionsavtal upphor att galla nar parterna ingatt ett Utbyggnadsavtal avseende Fastigheten.
Har parterna inte senast inom tre (3) ar fran det att detaljplanen vunnit laga kraft, undertecknat
Utbyggnadsavtal eller kommit 6verens om forlangning av denna tidsfrist, upphor detta
intentionsavtal per automatik att galla. For det fall att markgenomforandeavtalet upphor att gélla,
upphor dven detta intentionsavtal att gélla.

§ 11 TVIST
Tvist angaende tolkning och tillampning av detta intentionsavtal ska avgoras vid Nacka tingsratt
enligt svensk lag.

(signatursida foljer)
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Detta intentionsavtal ar upprattat i tva likalydande exemplar varav parterna tagit var sitt.

Nacka den 2024-02-02 Sickla den 2024-02-02
For Nacka Vatten och Avfall AB For Tranviks Udde Orminge AB
Mats Rotso Henrik Seidler
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I. Bakgrund

Detta ar en avtalsbilaga till det avtal som tecknas mellan Kommunen och
exploator 1 samband med exploateringsprojekt (principéverenskommelse-
exploateringsavtal, markanvisningsavtal-markgenomférandeavtal). Utifran de
strategiska beslut som tagits inom Nacka kommun (Strategi f6r miljo- och
klimatambitioner, miljoprogrammet med lokala miljémal, program for
markanvindning) har dtgirder tagits fram som bade avser driftskede och
byggskede. Med Kommunen avses avtalsparten, med kommunen avses de olika
kommunala enheter som exploatéren kan komma i kontakt med.

2. Redovisning

A. Exploatoren ska vid anmodan fran Kommunen kunna redovisa hur
denna avtalsbilaga har foljts.

B. Exploatoren ska ocksa redovisa 1 enkdten f6r Nacka kommuns Miljo- och
klimatambitioner resultatet av miljéarbetet i det egna projektet, nir
kommunen sander ut detta.

3. Miljoatgarder, driftskedet

A. Exploatoren atar sig att inom Markomradet ordna med minst 50
cykelparkeringar.

B. Minst 6 stycken publika laddplatser f6r elbil ska ordnas inom
Markomradet.

C. Utomhusmiljon ska utformas med material som inte uppenbart bidrar till
dagvattnets fororeningsbelastning, 1 samrad med kommunen.

D. Exploatoren ska alltid minst se till, och kunna redovisa, att dagvatten
inom exploateringsomradets kvartersmark fordréjs och infiltreras i
kvartersmarken samt avleds fran kvartersmarken i enlighet med
dagvattenutredningen till detaljplanen.

E. Byggnader och utemilj6 ska utformas s att skyfall i form av minst 100-
ars regn med klimatfaktor kan avledas enligt dagvattenutredningen till
detaljplanen.

F. Exploatoren ska dven beakta publikation P105 fran Svenskt Vatten. Den
sager bland annat att byggnadernas markniva ska ligga minst 0,5 meter
6ver gatuniva. Ndrmast byggnaderna, cirka 3 m, ska marken ha en lutning
pa 1:20 och lingre ut en nagot mer flack lutning pa cirka 1:50-1:100.
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G. Avfallssortering med flera fraktioner kommer finnas inom omradet
utover hushillsavfall och matavfall.

H. Infér ansékan om bygglov ska exploatéren samrida med Kommunen och
Nacka vatten och avfall avseende valda dagvattenatgirder.

I.  Vid utformning av bebyggelsen ska en god ljudmiljé utomhus
efterstravas.

J. Exploatoren atar sig att uppféra minst tva av byggnaderna inom

planomradet enligt certifieringsorganet Breeam eller likvardig certifiering.
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4. Miljokrav i byggskedet

4.1. Exploatorens miljoarbete

4.1.1. Miljoledning i exploatorens verksamhet
Exploatoren ska bedriva ett systematiskt miljéarbete som minst omfattar féljande

ingiende delar:
1. Miljopolicy
e som dr antagen av foretagets ledning

e som innehaller atagande om att uppfylla dir angivna bindande krav och
en standigt forbattrad miljoprestanda.

2. Mail och handlingsplaner f6r betydande miljéaspekter och miljorisker.

3. Rutiner for:
e Hantering av betydande miljéaspekter och miljorisker.
e Egenkontroll och uppfdljning av miljdarbetet
e Hantering av avvikelser, korrigerande och foérebyggande atgarder

e Beredskap och agerande vid nédlagen

4.1.2. Miljoplan for entreprenaden
Exploatoren ska innan arbeten paborjas pa plats tagit fram en objektsanpassad

miljoplan dir foljande punkter minst ska inga:

1. En redovisning av i entreprenaden identifierade betydande miljéaspekter och
miljorisker.

2. En beskrivning av vilka miljokraven édr och hur de ska uppnas inom
entreprenaden.
Foljande ska minst ingé i beskrivningen:

a. Generella miljokrav.

b. Objektspecifika miljokrav (miljokrav som ér specifika utifrin det arbete
som ska utféras och platsens forutsittningar), inklusive tillimpliga krav 1
milj6lagstiftning, miljotillstand eller myndighetsbeslut.

c. Exploatorens atgirder for att uppfylla miljokrav samt for att férebygga
miljopaverkan och miljérisker inom ramen f6r entreprenaden.

d. En identifiering och virdering av miljérisker samt atgirdsplan for att
minimera riskerna.
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e. Hur miljokompetensen sakerstills, dvs vilken kompetens som finns med
hinsyn till miljékraven och vilken kompetens som finns tillginglig pa
plats.

f.  Hur miljéplanen och miljokraven ska kommuniceras med personal, egen
savil som inhyrd.

g.  Hur uppfoljning sker for att sakerstilla att arbete sker i enlighet med
miljoplanen samt att miljokraven uppfylls.

4.1.3. Miljoolyckor och avvikelser
Exploatoren ska uppritta en nodligesberedskapsplan/rutin vid miljéolycka eller

miljétillbud som redovisar vilka nédligen/miljéolyckor som kan komma att
uppsta samt hur de ska hanteras. Organisation, befogenheter och ansvar ska
framga av nodlagesrutinen.

Nodlagesrutinen ska anslas pa tydligt stille pa arbetsplatsen.

Personal ska ha utbildning och tillgang till n6dvindig utrustning for att kunna
genomfoéra atgirder enligt planen.

Spillberedskap ska finnas pa plats for att hantera olyckor som t.ex. oljelickage
eller kemikaliespill. Alla arbetsmaskiner ska vara utrustade med saneringsvitska
eller absorberande medel samt vara litt tillgangligt for att vid olyckshindelse
torhindra vidare spridning.

I hindelse av miljoolycka eller tillbud ansvarar alla medarbetare inklusive
underexploatorer pa arbetsplatsen for att aktivt delta 1 arbetet med att begrinsa
konsekvenserna, om detta kan ske utan risk f6r egen hilsa och sikerhet.

Vid miljoolycka ska tillsynsmyndigheten vid Nacka kommun (miljéenheten)
meddelas.

4.1.4. Uppfoljning, kontroll och granskning

4.1.4.1. Exploatérens egenkontroll
Exploatoren ska l6pande utféra egenkontroller f6r att stimma av att miljoarbetet

styrs 1 enlighet med krav i tillimpliga lagar och féreskrifter, krav som stills i
avtalet och i eventuella myndighetsbeslut.

4.1.4.2. Miljoronder
Miljoronder ska genomforas minst manadsvis. Syftet med ronderna ar att

kontrollera att Exploatérens miljdarbete sker i enlighet med gillande krav och
rutiner samt att identifiera risker och méjligheter. Ronderna ska protokollforas.
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4.1.4.3. Revisioner
Kommunen ska ha ritt att genomfora revisioner med avseende pa avtalade

miljokrav. Har exploatéren anlitat underexploatérer ska Kommunen ha samma
ritt och tilltride hos dem.

4.1.4.4. Redovisning och rapportering
Dokumentation, som styrker att stillda miljokrav uppfylls, ska finnas tillginglig

hos Exploatoren.

Rapportering till Tillsynsmyndighet ska ske enligt beslut och domar.

4.2. Tillstand och myndighetskontakter/anmalningar

Exploatoren ansvarar for att soka de tillstind, lov och anmilningar som beh6vs
enligt plan- och bygglagen, miljébalken med férordningar och andra aktuella lagar
1 entreprenaden samt att ta erforderlig kontakt med ber6rda tillsynsmyndigheter.

4.3. Skydd for kringboende, verksamheter och

trafikanter
Arbete ska bedrivas i enlighet med krav i Lokala ordningsforeskrifter samt Iokala

hdlsoskyddsforeskrifter for Nacka kommun. Foreskrifterna innebar bland annat att
arbetet ska bedrivas sa att trafikanter, allminheten, boende, fastighetsigare samt
6vrig verksamhet ska skyddas fran stérningar 1 form av transporter, buller,
nedsmutsning, damm, stink, lukt eller ljus.

https://www.nacka.se/4945f8 /globalassets /stadsutveckling-

trafik/dokument/stadsutveckling/lokal-ordningsstadga-for-nacka-kommun-1.pdf

https://www.nacka.se/499ed3/globalassets /kommun-

politik/dokument/styrdokument/foreskrifter/lokala-halsoskyddsforeskrifter.pdf

4.4. Kommunikation och hantering av klagomal
Infor storande arbetsmoment som exempelvis sirskilt bulleralstrande

arbetsmoment ska nirboende och verksamheter alltid informeras 1 forvig
skriftligen. Nar klagomal inkommer ska Exploatéren omedelbart hantera dessa
samt informera och aterkoppla till berérda parter.

4.5. Kemiska produkter, varor och material

4.5.1. Innehall av farliga amnen
Exploatoren ska verka for att alla kewiska produkter, material och varor som anvinds

i entreprenaden eller dr inbyggda dr fria frin dmnen som ar skadliga f6r
manniskors hilsa och/eller miljon.
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I de fall det inte 4r mojligt att vilja kemiska produkter, material och varor som ar
fria frain milj6- och hilsoskadliga amnen ska produktvalsprincipen tillimpas f6r
att hitta det miljomassigt basta alternativet.

4.5.2. Dokumentation av kemiska produkter, varor och material
Exploatoren ska hélla en forteckning 6ver de kewiska produkter (dven brinslen,

smorjmedel och hydrauloljor) och de material och varor som anvands i
entreprenaden samt de som byggs in.

4.5.3. Forvaring och hantering av kemiska produkter, drivmedel,
mm
Kemiska produkter ska vara tydligt markta med produktens namn och gillande

farosymbol sa att alla som kan komma i kontakt med dem vet vad de innehaller
samt dr medvetna om att sirskilda skyddsatgirder behover vidtas vid anvindning.
Sikerhetsdatablad och uppdaterad forteckning ska finnas tillgingliga pa
arbetsplatsen for alla mirkningspliktiga kemiska produkter som anvinds eller
forvaras.

Skyddsatgirder ska vidtas sa att mark och vatten inte férorenas vid férvaring och
hantering av kemiska produkter, drivmedel, olja, farligt avfall eller dylikt. Kemiska
produkter och farligt avfall ska forvaras sa att obehoriga inte kommer at dem.
Forvaring ska ske pa tit, hardgjord yta och lagringsplatsen ska forses med
regnskydd. Om kemikalierna dr i flytande form ska de antingen forvaras invallade
eller i ett uppsamlingstrig. Invallningen eller traget ska rymma minst halva den
lagrade volymen, dock minst den storsta behallarens volym.

Alla cisterner som innehaller brandfarliga vitskor eller spillolja ska besiktigas av
ett ackrediterat foretag. Cisterner ska placeras pa ordentligt skyddsavstand fran
kanslig omgivning sisom dagvattenbrunnar, vattentikter, vattendrag och
drineringsdiken. Cistern ska sta uppstillda pa iordninggjord yta och vara
dubbelmantlade och skyddade frin pakorning.

Mobila cisterner ska vara ADR-godkinda, pakérningsskyddade, utrustade med
6verfyllnadsskydd samt larm och typgodkinda av Sveriges provnings- och
forskningsinstitut (SP). Stationidra tankar ska vara dubbelmantlade eller invallade
samt placeras skyddat. Placering av cisterner ska redovisas 1 en APD-plan.
Cisterner dar anmilningspliktiga. Anmilan sker till Tillsynsmyndigheten.

Service- och tankningsstillen f6r arbetsmaskiner och arbetsfordon ska sikras med
avseende pa spill till mark. Om service- och tvitt av fordon utférs inom
arbetsomradet ska detta ske pa iordningsstalld yta eller avsedd plats dar
petroleumrester och tvittvatten tas omhand. Tankningsplatser ska utformas sa att
eventuellt spill kan tas upp.
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Beredskap for att ta hand om spill av kemikalier och brinslen samt hantering av
olyckshandelser ska finnas pa arbetsstillet. Absorberande medel ska forvaras
lattillgangligt 1 anslutning till dar kemikalier och branslen hanteras samt i alla
fordon och arbetsmaskiner.

4.6. Resurser och avfall

4.6.1. Resursoptimering och forebyggande av avfall
Exploatoren ska ha ett systematiskt arbetssatt for att sakerstilla att resurser

anvinds pa ett effektivt sitt och att mangden avfall minimeras. Arbetssittet ska
redovisas 1 Miljoplanen.

Material och varor ska férvaras pa ett sakert sitt och forses med regnskydd sa att
dessa inte forstors eller skadas till exempel av vader eller trafik.

4.6.2. Sortering av avfall
Avfall ska sorteras pa arbetsplatsen. Sortering av bygg- och rivningsavfall ska

goras minst enligt basniva 1 Byggforetagens Resurs- och avfallsriktlinger vid byggande
och rivning (se 3 nedan).

Avfall ska forvaras i tydligt uppmirkta karl for att underlitta sortering. Farligt
avfall ska sorteras separat och forvaras lickageskyddat och inlast.

Tabell 3 Fraktioner for sortering av avfall.

Fraktioner Kommentarer

*  Utsorterade produkter och *  Uppdelning i firre fraktioner 4n angivet i denna
material for dteranvindning tabell eller anvindning av fraktionen blandat
(géller rivning) avfall for eftersortering ska sirskilt motiveras

.. . . l
e Férpackningsmaterial som och godkinnas skriftligt av Kommunen.

ingar 1 system f6r * DBrinnbart avfall maste sorteras ut vid killan om
ateranvindning (exempelvis inte férutsittningarna pa platsen gor att det ar
standardpallar) oméjligt.

¢ Tarligt avfall (olika slag *  Mingden avfall som deponeras ska minimeras.
separeras) * Anpassa sorteringsmdjligheterna efter skede i

e El-avfall (olika slag separeras) byggprocessen.

o Tri e Samtliga pallar av standardformat ska

ateranvindas. De kan t.ex. returneras enligt
Retursystem Byggpall (www.byggpall.se) eller
till leverant6ren.

e Briannbart

e Plast f6r materialdtervinning
* Gips e Kabeltrummor bor returneras till leverantoren.
e  Skrot och metall

¢  Mineraliska massor

1 Se Naturvardsverkets foresktifter om undantag frin krav pd utsortering av bygg- och rivningsavfall f6r mer information:
https:/ /www.naturvardsverket.se/Documents/foreskrifter/nfs2020/nfs-2020-7.pdf
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Fraktioner

Kommentaret

e Schaktmassor

e Asfalt

e Mineralull
e Glas

e Wellpapp

e Pappersforpackningar
*  Glasférpackningar
*  Plastférpackningar

¢ Metallférpackningar

e Triférpackningar som inte ingar i system for
dteranvindning sorteras tillsammans med annat
traavfall.

¢ Gips och mineralull sorteras ut i separata
fraktioner oavsett om de ska materialitervinnas
eller deponeras.

e Aldre plast fran rivning innehdller ofta dmnen
som 4r problematiska och inte bor
materialatervinnas. Om innehillet 4r kint och
godkint frin ECHA ir materialatervinning ett
mojligt alternativ. Plast fran rivning som inte ar
farligt avfall eller som inte sorteras ut for
materialitervinning sorteras som brinnbart

For information om vad respektive fraktion far innehalla samt for stéd vid

planering av fraktioner for killsortering och hantering av avfall se Resurs- och
avfallshantering samt bilagor till Bygoforetagens Resurs — och avfallsriktlinjer vid byggande och
rivning som finns pa Byggtoretagens webbsida.

Exploatoren ansvarar for uppgifter kring farligt avfall som uppkommit pa

byggarbetsplatsen rapporteras in till

Naturvirdsverkets digitala avfallsregister.2

Exploatoren ska sakerstilla att anlitade avfallsexploatorer och

saneringsexploatorer har erforderliga tillstand f6r transport och behandling av

avfall.

2 Se Naturvirdsverkets foreskrifter om antecknings- och rapporteringsskyldighet och limnande av uppgifter om farligt

avfall till avfallsregistret f6r mer information: https:

www.naturvardsverket.se/Documents/foreskrifter/nfs2020/nfs-

2020-5.pdf
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4.7. Luft- och ljusfororeningar
Arbetssatt ska planeras sa att arbete med dammande arbetsuppgifter inte

uppkommer eller begrinsas sa langt som moijligt. Om det uppstar stérande
damning ska limplig dtgird vidtas.

Arbetsomradet kan komma att vara upplyst vilket kan vara stérande for
omgivningen. Exploatoren ska planera belysningen beroende pa omgivningen
och ska se till sa att belysningen utformas pa ett sitt som minimerar

ljusstorningar.

Vid klagomal pa luftutslipp i form av damning eller avgaser fran maskiner samt
gillande ljusstorningar sa ska riktade insatser goras for att bedéma klagomalens

relevans samt for att atgirda problemen.

Kontroll eller matningar av luftkvaliteten ska utféras vid behov.

4.8. Buller och stomljud

4.8.1. Bullerkrav och skyddsatgadrder
Vid byggbuller ska Exploatoren f6lja Naturvardsverkets allménna rad om buller fran

byggplatser (NFS 2004:15) krav f6r utomhusvarden, vid stomljud ska
inomhusvirden innehallas. Exploatéren ska vidta nédvindiga
bullerskyddsatgirder sa att ljudkraven klaras. Bullerskyddsatgirder ska i forsta
hand ske vid bullerkillan.

Arbeten som, trots bullerbegrinsande atgirder, riskerar att 6verskrida riktvirdena
1 tabell 4 ska forlaggas till helgfri mandag — fredag kl. 07.00 — 19.00. Information
ska ske skriftligen till de nirboende och till de verksamheter som berérs.
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4.8.2. Undantag fran bullerkrav

I de fall verksamhet pagar endast del av period kan den ekvivalenta ljudnivan
beriknas for den tid under vilken verksamheten pagar - t.ex. under en
sekvens/cykel for bygeaktiviteter med intermittent buller (losshillning av berg
som t.ex. springning och borrning, kross av bergschakt, pilning, spontning,
borrning etc.).

For verksamhet med begrinsad varaktighet, cirka sex manader, t.ex. losshillning
av berg som springning och borrning samt krossning av bergmassor pa plats
godtas 6verskridande bullernivaer efter inhamtning av tillstand fran
Naturvardsverket eller annan beslutande myndighet.

For ovrig byggverksamhet avseende uppférande av byggnader giller vid enstaka
kortvariga hindelser, hogst 5 minuter per timme, accepteras upp till 10 dBA
hogre nivaer under dagtid.

I de fall verksamheten ar av begrinsad art och dven innehaller kortvariga
hindelser far hojningen av riktvirdet uppga till sammanlagt hogst 10 dBA.

4.8.3. Bullerutredning

Exploatoren ska innan arbetena startas och l6pande under projektets gang
bedbéma om det finns risk for 6verskridande av aktuella bullerkrav. Finns risk for
6verskridanden ska Exploatéren innan berérda arbeten pabérjas, gbra en
bullerutredning och dir visa f6r Kommunen samt i tillimpliga fall dven
tillsynsmyndigheten pa Nacka kommun, hur man avser att klara kraven for
luftburet ljud samt redovisa planeringen av sin egenkontroll.

I utredningen ska det framga om, nir och var 6vertridelse av bullerkraven
riskeras vid nirliggande byggnader. Atgéirder for forhindrande av overtradelse ska
beskrivas. Dessa ska sedan utforas 1 beh6vlig omfattning.

4.8.4. Bullermatningar
Exploatoren ska verifiera genom mitning att aktuella bullervirden innehélls.

Mitningar ska dokumenteras och kunna redovisas.

Bullerberikningar och bullermitningar ska utféras av en person som har
erforderlig kunskap om beraknings- eller mitmetodik f6r att tillricklig
noggrannhet 1 bedémningsunderlaget ska tillférsdkras.

4.8.5. Atgirder efter mitningar

Om utforda kontrollmitningar visar att ljudkrav 6verskrids och orsakar
storningar 1 omgivningen ska bullerdimpande atgirder vidtas omgéende.
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4.9. Jord- och bergmassor

4.9.1.  Planering av masshantering
En masshanteringsplan ska tas fram av Exploatoren, baserat pa tidigare utférda

undersokningar samt eventuellt kompletterande undersokningar utférda av
exploatoren, dir hantering och transport av massor redovisas. Detta kan ske
inom ramen for Exploatorens upprittade Miljoplan. Exploatoren ska i planen
dven beskriva mojligheterna att ateranvinda massor samt sitt arbetssitt om
oforutsedda markféroreningar patriffas.

4.9.2. Patriffande av oforutsedda fororeningar
Vid schaktning ska Exploatoren vara vaksam pa jord- och bergmassor samt

linshallningsvatten som avviker fran normalt i friga om lukt och utseende. D4
Exploatoren patriffar oférutsedda féroreningar i mark och vatten ska
schaktarbetet omedelbart avbrytas och dtgirder vidtas for att f6rhindra vidare
spridning till omgivningen. Tillsynsmyndigheten vid Nacka kommun ska genast
meddelas f6r beslut om vidare hantering och skyddsatgirder. Kommunen ska

informeras.

Kontaktuppgifter och blankett f6r upplysning om mark eller vattenférorening
samt anmilan om sanering finns pa Nacka kommuns hemsida.

https://www.nacka.se/arbete-foretagande/tillstand-regler-och-tillsyn /miljo-

halsoskvdd/fororenad-mark-och-vatten-anmalningar/

Provtagning ska utforas i enlighet med SGF:s filthandbok f6r undersékningar av
térorenade omraden, rapport 2:2013. Den som utfor provtagningarna ska ha
godkints i utbildning f6r provtagning enligt Nordtest eller motsvarande
utbildning. Analys av prover ska genomféras pd ackrediterat laboratorium.
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Bebyggelsen ska ges en omsorgsfull gestaltning med hansyn till
omradets entréfunktion till Orminge samt det visuellt exponerade
laget fran Ormingeleden, Varmdodleden och angransande
bostadsomraden.

Byggnadsvolymerna ar enkla och rationella for att passa for
storskaliga handelsverksamheter. Skalan minskas visuellt genom
att byggnadernas volymer och fasader bryts upp med hjalp av
terrasseringar, uppdelning i avskiljpara byggnadsvolymer, indragna
fasadparti och skiftningar i fasad, samt anvéandning av olika
kul6rer, material och textur. Byggnader 1 och 2 ska dessutom vara
i stor del uppglasade pa entrévaning for att 6ppna upp volymen
samt att skapa ett valkomnande och 6ppet intryck. Se visionsbild
A.

Pa taket av Byggnad 1 och 2 férbereds det for solceller.

@ Designkonceptet for Porsche showroom / Byggnad 1 har en

uppglasad entréfasad pa Entréplan och vit aluminium med
roda accent pa déverdel av byggnaden. Ovriga fasader &r i
morkgra trapezoidal plat, vilket ger textur och ramar den
inglasade delen.

Silver Morkgra Réd
Sandwich Trapezoidal Belysning,
element plat detaljer,

accent farg

Bebyggelsen anpassas till omgivningen. | Byggnad 2, den
lagsta vaningen ska ha en morkare kulor for att anknyta Hill

Byggnad 1, samt fér att bryta upp den stora volymen av
denna byggnaden. Entreplanet och Plan 1 som ar
uppglasade kan anvandas av olika material och farg for att
skapa variation i volym, textur, kulér och transparens. En
indragen tredje vaning skapar ett varierat uttryck och
minskar den upplevda skalan fran Varmdodleden och
Ormingeleden.

Fasader mot angransande naturmarken och
bostadsomréde ska ha en naturndra kuldrpalett och
naturliga material som gabionmurar, traspaljé och -raster.
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Entré till Orminge

LANDSKAP

Vid stora nivaskillnader runt exploateringsomradet kommer det att kravas
murar som planeras att utféras med samspel av naturmarken.

Norra och sddra delen kommer terrasseras for att ta upp nivaskillnader och
minimera hojd och murupplevelsen. Terrasseringen utfors med gabionmurar
och anvands for att hantera dagvatten.

Stédmurar inom kvartersmark utférs med gabionmurar med inslag av
klattervaxter i séder och norr, samt mot bostadsomradet for att skapa
ett gront intryck.

skapa terrasseringar. Det hjalper till att skapa ytor fér regnbaddar pa

@ | norra och sbdra delen anvands gabionmurar i olika hojder for att
terrasserna som murarna bildar.

Vaxtbaddar for ytlig avrinning.
Omradet planerar for en dagvattenlosning som leds med sjalvfall till bla

vaxtbaddar / regnbaddar som utférs med dranering dar vattnet fordrojs
innan det gar vidare till dagvattenhantering i norra delen av omradet.
Storre buskar/solitartrad i regnbaddar och vaxtskarmar/spaljéer vid rast-
och fikaplatser kan anvandas for att minska effekter av de hardgjorda
ytorna samt bidra till battre mikroklimat.

Val av busk- och tradarter sker med héansyn till vaxtbaddens
forutsattningar, dsv mindre djup av plantering, med dranering som gor
det svart for stora rotsystem och vindlast, samt hotar VA-anlaggningen.
Flerstammiga solitértrad eller mindre trad med genomgaende stam med
sluthdjder upp mot 6-8m foredras.

Infiltrerbara ytor, t.ex. grasarmering eller
marksten pa utvalda parkeringsplatser

intill regnbaddar fér att framja
genomslépplighet och éka magasinerad
volym. Alla ytor som ska filtrera dagvatten
utfors med tat botten och drénering.
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Standard pa lokalgatan samt gang och cykelvag ska folja Nacka
kommuns Teknisk Handbok.

Det ska finnas mojlighet inom omradet for bade personal och kunder att
parkera cykel. Kvartersmarken utformas sa att det ar sakert och enkelt
att réra sig inom omradet till fots.

Pilar pa kartan redovisar princip for cykel- och gangtrafik i omradet.
_—

N
_—

/7N

7\ Gaende och cykel
~___

7\ Gaende
N _

Slanter.

Tillkommande vagslanter fran den nya lokalgatan och gang- och
cykelvagen férses med naturlik plantering som kan bidra med
ekosystemtjanster. Huvudsakligen inhemskt vaxtmaterial ska anvandas.

Vandplats.
Vid lokalgatans vandplats utformas mittdelen med modnstrad
vagbelaggning. Viktigt att valda belaggningen ska tala tunga fordon.

Bullerskydd mellan lokalgatan och bostadsomradet.
Utférande av bullerskydd i tra eller liknande material, med naturliga
kuldrer och textur.
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Borgensforbindelse

Tranviks Udde Orminge AB, org.nr 559414-6937, ("Exploatoren”) och Nacka kommun,
org.nr 212000-0167, ar parter till ett markgenomférandeavtal avseende exploateringen av
del av fastigheterna Nacka Tollare 1:3 och Nacka Lannersta 10:1 traffat denna dag
("Markgenomforandeavtalet”).

Hiarmed gar Tranviks Udde AB, org.nr. 556946-2673, i borgen sdsom for egen skuld
(proprieborgen) fér det rdtta fullgbrandet av Exploatérens skyldigheter enligt
Markgenomfdrandeavtalet.

Denna borgensforbindelse ska gélla till dess att Exploatéren slutfért sina dtaganden enligt
Markgenomfdrandeavtalet.

Borgensforbindelsen ar begrénsad till ett belopp om [kdpeskillingen enligt Overlatelseavtalet]
("Borgensbeloppet”). I takt med att vitesbelagda forpliktelser som anges i
Markgenomfdrandeavtalet uppfylls av Exploatéren ska dock Borgensbeloppet nedsattas med
motsvarande belopp som det vite kan utgd enligt sadan vitesbelagd forpliktelse. Oaktat ovan
ska Borgensbeloppet uppga till minst 5 000 000 kronor till dess att Exploatéren slutfért sina
dtaganden enligt Markgenomférandeavtalet.

Denna 6verldtelse har undertecknats i ett (1) digitalt exemplar med elektronisk signering
genom Mobilt BankID. Datum fér undertecknande framgar av den digitala signaturen.

Tranviks Udde AB

Micael Bile
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-02 10:20:56.534138 UTC ±81 ms

    		2024-02-02 09:31:21.221532 UTC

    		

      213.67.127.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Henrik Seidler (HS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-05-02 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-02 10:20:56.534138 UTC ±81 ms

    		2024-02-02 09:31:21.221532 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mats.rosto@nvoa.se) to Mats Rotsö (MR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-02 10:21:01.70518 UTC ±81 ms

    		2024-02-02 09:31:21.221532 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mats Rotsö (MR) was delivered.

      


    

  



  

  

    		2024-02-02 12:52:15.697572 UTC ±27 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      217.213.129.186

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Mats Rotsö (MR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-02 12:52:17.471553 UTC ±27 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mats.rosto@nvoa.se was opened.

      


    

  



  

  

    		2024-02-02 12:52:37.326366 UTC ±27 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      217.213.129.186

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Mats Rotsö (MR) changed the text in the text field “ID number” from 

  blank

 to 

  “6605030078”

.  

      


    

  



  

  

    		2024-02-02 12:52:46.501458 UTC ±27 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      217.213.129.186

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Mats Rotsö (MR) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Intentionsavtal NVOA TUOAB_240202" med transaktionsnummer 9222115557509874415.












Data returned from 

  the BankID network

:

  
Name: Mats Ove Rostö

  
ID number: 

  196605030078



  
IP: 217.213.129.186
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-02 12:52:46.501458 UTC ±27 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (andreas@tranviksudde.ser) to Andréas Tövinge (AT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-02 12:52:48.17204 UTC ±27 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent via email to Andréas Tövinge (AT) could not be delivered and continued attempts were cancelled.

      


    

  



  

  

    		2024-02-02 12:52:53.859501 UTC ±27 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Henrik Seidler (HS) was delivered.

      


    

  



  

  

    		2024-02-02 12:53:05.588898 UTC ±28 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to henrik@tranviksudde.se was opened.

      


    

  



  

  

    		2024-02-02 12:58:15.833711 UTC ±34 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      81.229.76.215

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Henrik Seidler (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-02 12:58:42.895541 UTC ±35 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      81.229.76.215

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Henrik Seidler (HS) changed the text in the text field “ID number” from 

  blank

 to 

  “8103260371”

.  

      


    

  



  

  

    		2024-02-02 12:58:59.788463 UTC ±35 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      81.229.76.215

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Henrik Seidler (HS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Intentionsavtal NVOA TUOAB_240202" med transaktionsnummer 9222115557509874415.












Data returned from 

  the BankID network

:

  
Name: Henrik Rudi Seidler

  
ID number: 

  198103260371



  
IP: 81.229.76.215
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-02 13:02:32.8748 UTC ±39 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      213.67.127.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The user Henrik Seidler (HS) changed the email address for the party from andreas@tranviksudde.ser to andreas@tranviksudde.se.

      


    

  



  

  

    		2024-02-02 13:02:32.8748 UTC ±39 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (andreas@tranviksudde.se) to Andréas Tövinge (AT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-02 13:02:40.853789 UTC ±39 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      213.67.127.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Andréas Tövinge (AT) at the request of the user Henrik Seidler (HS).

      


    

  



  

  

    		2024-02-02 13:02:45.496341 UTC ±40 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Andréas Tövinge (AT) was delivered.

      


    

  



  

  

    		2024-02-02 13:04:36.697361 UTC ±42 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      81.229.76.215

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Andréas Tövinge (AT) at the request of the user Henrik Seidler (HS). The reminder message from the user Henrik Seidler (HS) was: 
 Provar igen.

      


    

  



  

  

    		2024-02-02 13:04:42.422559 UTC ±42 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Andréas Tövinge (AT) was delivered.

      


    

  



  

  

    		2024-02-02 13:06:53.474045 UTC ±45 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      213.67.127.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Andréas Tövinge (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-02 13:07:20.523168 UTC ±45 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      213.67.127.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Andréas Tövinge (AT) changed the text in the text field “ID number” from 

  blank

 to 

  “198010200098”

.  

      


    

  



  

  

    		2024-02-02 13:08:17.653894 UTC ±46 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      213.67.127.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Andréas Tövinge (AT) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Intentionsavtal NVOA TUOAB_240202" med transaktionsnummer 9222115557509874415.












Data returned from 

  the BankID network

:

  
Name: Andréas Ragnar Tövinge

  
ID number: 

  198010200098



  
IP: 95.193.152.117
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-02 13:08:17.653894 UTC ±46 ms

    		2024-02-02 12:31:26.254315 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.57 ms

		standard deviation: 1.54 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.084%

		|e| < 5 ms: ≈99.778%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-12-22 20:51:59.440456 UTC and 2024-02-02 12:31:26.254315 UTC:







  		Time collected

  		Clock offset







  

    		2023-12-22 20:51:59.440456

    		-0.2 ms

  





  

    		2023-12-22 21:52:01.641903

    		2.1 ms

  





  

    		2023-12-22 22:52:04.103708

    		-0.2 ms

  





  

    		2023-12-22 23:52:06.102615

    		0.5 ms

  





  

    		2023-12-23 00:52:08.758179

    		0.5 ms

  





  

    		2023-12-23 01:52:10.904356

    		0.9 ms

  





  

    		2023-12-23 02:52:13.717439

    		-0.1 ms

  





  

    		2023-12-23 03:52:16.111365

    		-1.0 ms

  





  

    		2023-12-23 04:52:18.541446

    		1.6 ms

  





  

    		2023-12-23 05:52:21.183526

    		1.2 ms

  





  

    		2023-12-23 06:52:24.614844

    		-0.6 ms

  





  

    		2023-12-23 07:52:26.690475

    		-1.3 ms

  





  

    		2023-12-23 08:52:28.243127

    		-1.0 ms

  





  

    		2023-12-23 09:52:30.258768

    		0.8 ms

  





  

    		2023-12-23 10:52:32.795996

    		0.5 ms

  





  

    		2023-12-23 11:52:36.041678

    		0.9 ms

  





  

    		2023-12-23 12:52:37.976562

    		1.5 ms

  





  

    		2023-12-23 13:52:40.501199

    		-1.6 ms

  





  

    		2023-12-23 14:52:42.906169

    		1.9 ms

  





  

    		2023-12-23 15:52:45.622472

    		0.6 ms

  





  

    		2023-12-23 16:52:47.454737

    		-1.0 ms

  





  

    		2023-12-23 17:52:49.777994

    		1.9 ms

  





  

    		2023-12-23 18:52:51.713668

    		-0.1 ms

  





  

    		2023-12-23 19:52:53.963928

    		0.5 ms

  





  

    		2023-12-23 20:52:57.035027

    		0.4 ms

  





  

    		2023-12-23 21:52:59.009636

    		1.0 ms

  





  

    		2023-12-23 22:53:02.739217

    		3.0 ms

  





  

    		2023-12-23 23:53:04.753884

    		2.6 ms

  





  

    		2023-12-24 00:53:07.577222

    		0.3 ms

  





  

    		2023-12-24 01:53:09.414557

    		0.6 ms

  





  

    		2023-12-24 02:53:11.337395

    		-0.1 ms

  





  

    		2023-12-24 03:53:13.221993

    		-0.2 ms

  





  

    		2023-12-24 04:53:14.909811

    		0.4 ms

  





  

    		2023-12-24 05:53:17.472044

    		0.3 ms

  





  

    		2023-12-24 06:53:19.731377

    		3.2 ms

  





  

    		2023-12-24 07:53:21.360079

    		-0.4 ms

  





  

    		2023-12-24 08:53:23.667214

    		-0.1 ms

  





  

    		2023-12-24 09:53:25.404021

    		-0.6 ms

  





  

    		2023-12-24 10:53:27.163206

    		1.1 ms

  





  

    		2023-12-24 11:53:28.954937

    		0.4 ms

  





  

    		2023-12-24 12:53:31.229743

    		1.6 ms

  





  

    		2023-12-24 13:53:32.92902

    		-1.6 ms

  





  

    		2023-12-24 14:53:34.865228

    		1.5 ms

  





  

    		2023-12-24 15:53:37.334738

    		1.1 ms

  





  

    		2023-12-24 16:53:40.161031

    		-1.5 ms

  





  

    		2023-12-24 17:53:42.316665

    		-1.5 ms

  





  

    		2023-12-24 18:53:43.995487

    		-1.5 ms

  





  

    		2023-12-24 19:53:46.194383

    		-1.3 ms

  





  

    		2023-12-24 20:53:49.263829

    		-0.9 ms

  





  

    		2023-12-24 21:53:52.805969

    		-0.5 ms

  





  

    		2023-12-24 22:53:56.951709

    		2.2 ms

  





  

    		2023-12-24 23:53:58.586343

    		1.0 ms

  





  

    		2023-12-25 00:54:00.5457

    		0.7 ms

  





  

    		2023-12-25 01:54:02.350044

    		-1.2 ms

  





  

    		2023-12-25 02:54:05.724338

    		-1.4 ms

  





  

    		2023-12-25 03:54:07.942585

    		0.0 ms

  





  

    		2023-12-25 04:54:10.93393

    		1.1 ms

  





  

    		2023-12-25 05:54:13.635137

    		-0.5 ms

  





  

    		2023-12-25 06:54:15.767292

    		1.1 ms

  





  

    		2023-12-25 07:54:18.063164

    		3.5 ms

  





  

    		2023-12-25 08:54:21.627045

    		0.1 ms

  





  

    		2023-12-25 09:54:23.312412

    		-0.6 ms

  





  

    		2023-12-25 10:54:25.018951

    		0.8 ms

  





  

    		2023-12-25 11:54:27.08937

    		0.1 ms

  





  

    		2023-12-25 12:54:30.075208

    		1.0 ms

  





  

    		2023-12-25 13:54:33.013561

    		2.2 ms

  





  

    		2023-12-25 14:54:35.615203

    		0.8 ms

  





  

    		2023-12-25 15:54:37.485594

    		-0.6 ms

  





  

    		2023-12-25 16:54:39.235692

    		0.7 ms

  





  

    		2023-12-25 17:54:41.51297

    		-1.4 ms

  





  

    		2023-12-25 18:54:43.563453

    		-2.1 ms

  





  

    		2023-12-25 19:54:46.762503

    		-0.8 ms

  





  

    		2023-12-25 20:54:49.801972

    		-0.2 ms

  





  

    		2023-12-25 21:54:52.595578

    		0.7 ms

  





  

    		2023-12-25 22:54:55.049309

    		2.6 ms

  





  

    		2023-12-25 23:54:57.321725

    		1.3 ms

  





  

    		2023-12-26 00:54:58.802063

    		-0.7 ms

  





  

    		2023-12-26 01:55:00.537173

    		-2.7 ms

  





  

    		2023-12-26 02:55:04.839804

    		0.2 ms

  





  

    		2023-12-26 03:55:06.87769

    		-1.7 ms

  





  

    		2023-12-26 04:55:09.8172

    		-1.9 ms

  





  

    		2023-12-26 05:55:12.165606

    		1.2 ms

  





  

    		2023-12-26 06:55:14.672988

    		1.0 ms

  





  

    		2023-12-26 07:55:16.466226

    		3.5 ms

  





  

    		2023-12-26 08:55:19.432709

    		0.0 ms

  





  

    		2023-12-26 09:55:22.450506

    		-0.4 ms

  





  

    		2023-12-26 10:55:24.485466

    		-2.5 ms

  





  

    		2023-12-26 11:55:27.598731

    		-1.9 ms

  





  

    		2023-12-26 12:55:30.668936

    		-2.0 ms

  





  

    		2023-12-26 13:55:32.174815

    		1.6 ms

  





  

    		2023-12-26 14:55:35.105271

    		2.6 ms

  





  

    		2023-12-26 15:55:37.113244

    		3.3 ms

  





  

    		2023-12-26 16:55:39.342946

    		0.6 ms

  





  

    		2023-12-26 17:55:40.94666

    		-0.9 ms

  





  

    		2023-12-26 18:55:42.638245

    		1.0 ms

  





  

    		2023-12-26 19:55:44.67239

    		2.5 ms

  





  

    		2023-12-26 20:55:48.073207

    		1.5 ms

  





  

    		2023-12-26 21:55:49.78258

    		-0.5 ms

  





  

    		2023-12-26 22:55:51.643578

    		0.4 ms

  





  

    		2023-12-26 23:55:53.191157

    		0.2 ms

  





  

    		2023-12-27 00:55:54.696056

    		0.4 ms

  





  

    		2023-12-27 01:55:56.86725

    		3.4 ms

  





  

    		2023-12-27 02:55:59.083542

    		0.0 ms

  





  

    		2023-12-27 03:56:00.918288

    		0.2 ms

  





  

    		2023-12-27 04:56:03.605135

    		3.6 ms

  





  

    		2023-12-27 05:56:07.057604

    		0.4 ms

  





  

    		2023-12-27 06:56:09.980382

    		0.2 ms

  





  

    		2023-12-27 07:56:12.053134

    		4.1 ms

  





  

    		2023-12-27 08:56:14.293217

    		0.8 ms

  





  

    		2023-12-27 09:56:16.734681

    		3.0 ms

  





  

    		2023-12-27 10:56:19.327376

    		2.5 ms

  





  

    		2023-12-27 11:56:21.644615

    		1.4 ms

  





  

    		2023-12-27 12:56:25.077116

    		2.4 ms

  





  

    		2023-12-27 13:56:26.796106

    		2.5 ms

  





  

    		2023-12-27 14:56:28.638643

    		-0.3 ms

  





  

    		2023-12-27 15:56:31.165764

    		1.3 ms

  





  

    		2023-12-27 16:56:33.144468

    		-2.1 ms

  





  

    		2023-12-27 17:56:36.494108

    		-0.8 ms

  





  

    		2023-12-27 18:56:40.152807

    		0.2 ms

  





  

    		2023-12-27 19:56:43.362632

    		0.3 ms

  





  

    		2023-12-27 20:56:46.01109

    		-0.9 ms

  





  

    		2023-12-27 21:56:49.472227

    		-0.4 ms

  





  

    		2023-12-27 22:56:51.213578

    		-0.4 ms

  





  

    		2023-12-27 23:56:53.01445

    		0.8 ms

  





  

    		2023-12-28 00:56:55.374071

    		-0.5 ms

  





  

    		2023-12-28 01:56:57.61138

    		0.9 ms

  





  

    		2023-12-28 02:56:59.802951

    		-0.7 ms

  





  

    		2023-12-28 03:57:01.507294

    		0.9 ms

  





  

    		2023-12-28 04:57:03.853393

    		0.7 ms

  





  

    		2023-12-28 05:57:07.008013

    		2.3 ms

  





  

    		2023-12-28 06:57:08.78307

    		2.0 ms

  





  

    		2023-12-28 07:57:10.652564

    		-1.3 ms

  





  

    		2023-12-28 08:57:12.86495

    		-0.4 ms

  





  

    		2023-12-28 09:57:15.45411

    		-0.5 ms

  





  

    		2023-12-28 10:57:17.345406

    		0.9 ms

  





  

    		2023-12-28 11:57:19.694615

    		1.0 ms

  





  

    		2023-12-28 12:57:21.790994

    		-0.5 ms

  





  

    		2023-12-28 13:57:23.57897

    		1.8 ms

  





  

    		2023-12-28 14:57:25.264946

    		0.8 ms

  





  

    		2023-12-28 15:57:27.510221

    		-0.2 ms

  





  

    		2023-12-28 16:57:30.397159

    		-0.5 ms

  





  

    		2023-12-28 17:57:32.391077

    		0.6 ms

  





  

    		2023-12-28 18:57:34.658739

    		2.3 ms

  





  

    		2023-12-28 19:57:36.534149

    		-0.3 ms

  





  

    		2023-12-28 20:57:39.547591

    		-1.2 ms

  





  

    		2023-12-28 21:57:41.527729

    		1.8 ms

  





  

    		2023-12-28 22:57:43.277925

    		0.1 ms

  





  

    		2023-12-28 23:57:45.649424

    		1.5 ms

  





  

    		2023-12-29 00:57:47.19963

    		-1.7 ms

  





  

    		2023-12-29 01:57:49.86248

    		0.6 ms

  





  

    		2023-12-29 02:57:52.852459

    		-0.3 ms

  





  

    		2023-12-29 03:57:55.427893

    		0.3 ms

  





  

    		2023-12-29 04:57:56.899513

    		-0.8 ms

  





  

    		2023-12-29 05:57:59.650724

    		0.1 ms

  





  

    		2023-12-29 06:58:01.356353

    		1.1 ms

  





  

    		2023-12-29 07:58:03.039941

    		2.2 ms

  





  

    		2023-12-29 08:58:05.072691

    		-0.4 ms

  





  

    		2023-12-29 09:58:06.899687

    		3.1 ms

  





  

    		2023-12-29 10:58:08.877996

    		0.8 ms

  





  

    		2023-12-29 11:58:10.725877

    		1.0 ms

  





  

    		2023-12-29 12:58:12.588378

    		-0.4 ms

  





  

    		2023-12-29 13:58:14.658671

    		1.3 ms

  





  

    		2023-12-29 14:58:16.70325

    		-1.1 ms

  





  

    		2023-12-29 15:58:18.515503

    		-0.7 ms

  





  

    		2023-12-29 16:58:20.609637

    		2.3 ms

  





  

    		2023-12-29 17:58:23.027024

    		0.5 ms

  





  

    		2023-12-29 18:58:26.493607

    		0.3 ms

  





  

    		2023-12-29 19:58:28.161752

    		-0.4 ms

  





  

    		2023-12-29 20:58:30.134094

    		-1.0 ms

  





  

    		2023-12-29 21:58:31.726063

    		-2.1 ms

  





  

    		2023-12-29 22:58:36.058806

    		0.6 ms

  





  

    		2023-12-29 23:58:39.59509

    		-0.5 ms

  





  

    		2023-12-30 00:58:41.423418

    		1.9 ms

  





  

    		2023-12-30 01:58:43.531548

    		2.8 ms

  





  

    		2023-12-30 02:58:46.095659

    		2.5 ms

  





  

    		2023-12-30 03:58:48.539151

    		0.4 ms

  





  

    		2023-12-30 04:58:50.464061

    		1.1 ms

  





  

    		2023-12-30 05:58:54.940081

    		0.6 ms

  





  

    		2023-12-30 06:58:57.831852

    		3.1 ms

  





  

    		2023-12-30 07:59:00.477404

    		1.1 ms

  





  

    		2023-12-30 08:59:04.158487

    		0.4 ms

  





  

    		2023-12-30 09:59:08.162847

    		-0.4 ms

  





  

    		2023-12-30 10:59:11.478035

    		1.5 ms

  





  

    		2023-12-30 11:59:13.861583

    		3.2 ms

  





  

    		2023-12-30 12:59:16.060128

    		-0.3 ms

  





  

    		2023-12-30 13:59:18.793451

    		1.8 ms

  





  

    		2023-12-30 14:59:22.162902

    		1.4 ms

  





  

    		2023-12-30 15:59:25.574648

    		1.7 ms

  





  

    		2023-12-30 16:59:27.370453

    		2.3 ms

  





  

    		2023-12-30 17:59:29.580179

    		0.9 ms

  





  

    		2023-12-30 18:59:32.709751

    		1.3 ms

  





  

    		2023-12-30 19:59:35.082145

    		2.9 ms

  





  

    		2023-12-30 20:59:37.241075

    		-0.6 ms

  





  

    		2023-12-30 21:59:40.309516

    		0.5 ms

  





  

    		2023-12-30 22:59:43.294618

    		0.6 ms

  





  

    		2023-12-30 23:59:45.921252

    		3.1 ms

  





  

    		2023-12-31 00:59:47.748128

    		0.7 ms

  





  

    		2023-12-31 01:59:50.037137

    		-0.5 ms

  





  

    		2023-12-31 02:59:52.235315

    		-3.5 ms

  





  

    		2023-12-31 03:59:53.969002

    		0.6 ms

  





  

    		2023-12-31 04:59:56.145883

    		-1.0 ms

  





  

    		2023-12-31 05:59:57.878125

    		-0.2 ms

  





  

    		2023-12-31 06:59:59.966711

    		1.0 ms

  





  

    		2023-12-31 08:00:02.514802

    		1.7 ms

  





  

    		2023-12-31 09:00:05.344774

    		-0.6 ms

  





  

    		2023-12-31 10:00:08.594995

    		3.7 ms

  





  

    		2023-12-31 11:00:10.283699

    		-0.5 ms

  





  

    		2023-12-31 12:00:14.589684

    		2.1 ms

  





  

    		2023-12-31 13:00:17.911753

    		1.4 ms

  





  

    		2023-12-31 14:00:20.021021

    		0.0 ms

  





  

    		2023-12-31 15:00:22.750637

    		-0.9 ms

  





  

    		2023-12-31 16:00:24.409928

    		0.4 ms

  





  

    		2023-12-31 17:00:27.095409

    		-1.3 ms

  





  

    		2023-12-31 18:00:28.8077

    		0.3 ms

  





  

    		2023-12-31 19:00:31.181913

    		-1.8 ms

  





  

    		2023-12-31 20:00:32.818992

    		-0.7 ms

  





  

    		2023-12-31 21:00:34.807694

    		-0.3 ms

  





  

    		2023-12-31 22:00:37.516467

    		1.5 ms

  





  

    		2023-12-31 23:00:40.178982

    		-0.3 ms

  





  

    		2024-01-01 00:00:42.191145

    		-1.6 ms

  





  

    		2024-01-01 01:00:44.894186

    		-1.5 ms

  





  

    		2024-01-01 02:00:46.646335

    		0.0 ms

  





  

    		2024-01-01 03:00:48.734079

    		1.9 ms

  





  

    		2024-01-01 04:00:51.020334

    		1.1 ms

  





  

    		2024-01-01 05:00:52.946078

    		1.0 ms

  





  

    		2024-01-01 06:00:54.498774

    		1.0 ms

  





  

    		2024-01-01 07:00:56.240622

    		1.6 ms

  





  

    		2024-01-01 08:00:58.145936

    		0.3 ms

  





  

    		2024-01-01 09:01:02.364729

    		-0.6 ms

  





  

    		2024-01-01 10:01:03.898704

    		1.2 ms

  





  

    		2024-01-01 11:01:05.496344

    		3.9 ms

  





  

    		2024-01-01 12:01:07.553647

    		3.4 ms

  





  

    		2024-01-01 13:01:09.674801

    		3.0 ms

  





  

    		2024-01-01 14:01:11.597103

    		0.7 ms

  





  

    		2024-01-01 15:01:15.473405

    		2.0 ms

  





  

    		2024-01-01 16:01:17.151862

    		3.4 ms

  





  

    		2024-01-01 17:01:19.904816

    		0.9 ms

  





  

    		2024-01-01 18:01:23.427255

    		1.5 ms

  





  

    		2024-01-01 19:01:25.15449

    		-0.6 ms

  





  

    		2024-01-01 20:01:29.468192

    		2.1 ms

  





  

    		2024-01-01 21:01:31.549652

    		0.4 ms

  





  

    		2024-01-01 22:01:33.276938

    		0.7 ms

  





  

    		2024-01-01 23:01:35.599742

    		0.6 ms

  





  

    		2024-01-02 00:01:38.166616

    		3.5 ms

  





  

    		2024-01-02 01:01:40.598284

    		2.0 ms

  





  

    		2024-01-02 02:01:42.519562

    		0.0 ms

  





  

    		2024-01-02 03:01:44.967954

    		-3.1 ms

  





  

    		2024-01-02 04:01:46.84861

    		-2.6 ms

  





  

    		2024-01-02 05:01:49.408565

    		-1.8 ms

  





  

    		2024-01-02 06:01:53.34458

    		0.0 ms

  





  

    		2024-01-02 07:01:55.03343

    		0.2 ms

  





  

    		2024-01-02 08:01:56.984905

    		1.3 ms

  





  

    		2024-01-02 09:01:58.825272

    		0.5 ms

  





  

    		2024-01-02 10:02:01.25029

    		2.0 ms

  





  

    		2024-01-02 11:02:03.058548

    		1.4 ms

  





  

    		2024-01-02 12:02:04.624629

    		1.3 ms

  





  

    		2024-01-02 13:02:07.492118

    		0.9 ms

  





  

    		2024-01-02 14:02:09.281454

    		0.3 ms

  





  

    		2024-01-02 15:02:11.020942

    		-0.6 ms

  





  

    		2024-01-02 16:02:12.614195

    		-2.4 ms

  





  

    		2024-01-02 17:02:14.527218

    		-2.1 ms

  





  

    		2024-01-02 18:02:18.949385

    		-1.4 ms

  





  

    		2024-01-02 19:02:23.033499

    		-2.2 ms

  





  

    		2024-01-02 20:02:27.350489

    		-1.3 ms

  





  

    		2024-01-02 21:02:29.115849

    		1.7 ms

  





  

    		2024-01-02 22:02:33.237477

    		-0.2 ms

  





  

    		2024-01-02 23:02:35.820973

    		1.7 ms

  





  

    		2024-01-03 00:02:38.972107

    		-0.6 ms

  





  

    		2024-01-03 01:02:41.346707

    		-0.1 ms

  





  

    		2024-01-03 02:02:45.171315

    		-0.9 ms

  





  

    		2024-01-03 03:02:47.167381

    		2.8 ms

  





  

    		2024-01-03 04:02:49.805553

    		1.7 ms

  





  

    		2024-01-03 05:02:51.916189

    		3.5 ms

  





  

    		2024-01-03 06:02:54.517755

    		1.1 ms

  





  

    		2024-01-03 07:02:56.125189

    		0.4 ms

  





  

    		2024-01-03 08:02:59.037859

    		1.7 ms

  





  

    		2024-01-03 09:03:00.882764

    		1.1 ms

  





  

    		2024-01-03 10:03:02.560744

    		0.6 ms

  





  

    		2024-01-03 11:03:05.052134

    		3.1 ms

  





  

    		2024-01-03 12:03:06.754847

    		0.9 ms

  





  

    		2024-01-03 13:03:08.471007

    		-0.3 ms

  





  

    		2024-01-03 14:03:10.189669

    		-0.2 ms

  





  

    		2024-01-03 15:03:12.107395

    		0.4 ms

  





  

    		2024-01-03 16:03:14.492567

    		-1.0 ms

  





  

    		2024-01-03 17:03:16.147814

    		2.6 ms

  





  

    		2024-01-03 18:03:18.387199

    		-1.4 ms

  





  

    		2024-01-03 19:03:20.530425

    		-1.1 ms

  





  

    		2024-01-03 20:03:22.096616

    		-1.0 ms

  





  

    		2024-01-03 21:03:24.40677

    		-2.0 ms

  





  

    		2024-01-03 22:03:26.233444

    		0.3 ms

  





  

    		2024-01-03 23:03:27.807441

    		-3.1 ms

  





  

    		2024-01-04 00:03:30.237752

    		-2.0 ms

  





  

    		2024-01-04 01:03:31.67808

    		-0.6 ms

  





  

    		2024-01-04 02:03:33.779908

    		0.3 ms

  





  

    		2024-01-04 03:03:35.876493

    		-0.5 ms

  





  

    		2024-01-04 04:03:38.197148

    		-0.1 ms

  





  

    		2024-01-04 05:03:41.269188

    		0.4 ms

  





  

    		2024-01-04 06:03:43.655113

    		-0.9 ms

  





  

    		2024-01-04 07:03:45.906223

    		0.4 ms

  





  

    		2024-01-04 08:03:48.016831

    		1.0 ms

  





  

    		2024-01-04 09:03:50.205983

    		1.6 ms

  





  

    		2024-01-04 10:03:51.817156

    		2.4 ms

  





  

    		2024-01-04 11:03:53.931263

    		0.9 ms

  





  

    		2024-01-04 12:03:56.338812

    		2.3 ms

  





  

    		2024-01-04 13:03:57.96044

    		2.3 ms

  





  

    		2024-01-04 14:03:59.575636

    		1.2 ms

  





  

    		2024-01-04 15:04:02.610732

    		2.8 ms

  





  

    		2024-01-04 16:04:04.158415

    		1.3 ms

  





  

    		2024-01-04 17:04:05.584555

    		0.4 ms

  





  

    		2024-01-04 18:04:07.645232

    		1.3 ms

  





  

    		2024-01-04 19:04:10.485301

    		0.5 ms

  





  

    		2024-01-04 20:04:12.002809

    		-1.1 ms

  





  

    		2024-01-04 21:04:13.609295

    		-0.7 ms

  





  

    		2024-01-04 22:04:16.944326

    		-0.9 ms

  





  

    		2024-01-04 23:04:18.779739

    		-0.8 ms

  





  

    		2024-01-05 00:04:20.581007

    		0.1 ms

  





  

    		2024-01-05 01:04:22.296177

    		-0.4 ms

  





  

    		2024-01-05 02:04:24.352988

    		-0.5 ms

  





  

    		2024-01-05 03:04:26.630507

    		-0.2 ms

  





  

    		2024-01-05 04:04:30.325483

    		0.3 ms

  





  

    		2024-01-05 05:04:34.530646

    		0.5 ms

  





  

    		2024-01-05 06:04:36.439845

    		2.4 ms

  





  

    		2024-01-05 07:04:37.99377

    		0.1 ms

  





  

    		2024-01-05 08:04:39.860103

    		-2.3 ms

  





  

    		2024-01-05 09:04:43.468367

    		0.0 ms

  





  

    		2024-01-05 10:04:45.619415

    		1.4 ms

  





  

    		2024-01-05 11:04:47.338957

    		0.4 ms

  





  

    		2024-01-05 12:04:48.989486

    		2.0 ms

  





  

    		2024-01-05 13:04:52.230348

    		0.4 ms

  





  

    		2024-01-05 14:04:53.889922

    		0.5 ms

  





  

    		2024-01-05 15:04:56.210413

    		-1.1 ms

  





  

    		2024-01-05 16:04:58.382192

    		1.9 ms

  





  

    		2024-01-05 17:05:00.568844

    		1.6 ms

  





  

    		2024-01-05 18:05:03.696664

    		0.0 ms

  





  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-02 12:52:16.948 UTC

    		217.213.129.186

    		Mats Rotsö (MR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-02 12:52:36.234 UTC

    		217.213.129.186

    		Mats Rotsö (MR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-02 12:58:17.902 UTC

    		81.229.76.215

    		Henrik Seidler (HS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-02 12:58:41.017 UTC

    		81.229.76.215

    		Henrik Seidler (HS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-02 13:06:56.271 UTC

    		213.67.127.68

    		Andréas Tövinge (AT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-02 13:07:20.352 UTC

    		213.67.127.68

    		Andréas Tövinge (AT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.

